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Chapter 1. Introducing SurveilStar

1.1. Overview

SurveilStar, powerful IT management software, is used to protect your valuable data, mange employee’s
computer usage and online activity, and ease system management. It effectively safeguards intellectual property,
improves work productivity, and reduces IT management workload for organizations of all sizes.

SurveilStar records and controls all computer and Internet activities - emails, web sites, chats and instant
messages, program activities, document operations, removable devices, printers, and many more.

Stealth mode, all-around records and reports, real-time multi-screen snapshot monitoring, dynamic PC/Internet
control strategies, all these combine to build a complete solution for protecting your intellectual properties and
business secrets, reducing slackers, prevent Internet and email abuse and related potential legal liability, and
improve productivity.

What’s important, SurveilStar puts you in control. Whatever you can monitor, you can control it. You can
control certain computer’s access to websites, filter outgoing files via IM, block email attachment, disable
movable device drive, cancel unauthorized file sharing, prevent changing system configurations, and many
more. You can even lock the target computer if potential sabotage is out there.

Protect intellectual property and business secrets
Prevent and stop sabotage and data theft
Prevent Internet/email abuse

Reduce workplace slackers

Improve efficiency and productivity

1.2. Features

SurveilStar provides unmatched and comprehensive features to help you solve most of the intractable problems
which are caused by the extensive use of computers in offices.

Features What you can do with it

Application Management Blocks specified applications. Records application running.
Gets intuitive statistical report.

Website Management Records all the details of erery visit. Blocks unwanted websites.
Gets accurate statistical report on site visit.

Network Management Blocks unauthorized connection. Stops network intrusion/intruder.
Gets intrusion notification. Specifies permitted computers or IPs.

IM Management Records who they talk to. Records how long they spend on chatting.
Shows who chats most. Blocks file transfer via application.

Screen Monitoring Real-time screen monitoring. VCR stytle payback.
Multi-screen monitoring.
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Email Management Records emails in and out. Blocks specified attachment sending.
Blocks specified users from sending emails. Blocks sending emails to
specified domains/recipients.

Document Management Limits file access. Records all document operations.
Backs up files before any changes

Print Management Controls which printers can be used to print. Specifies who can print.
Records print activity and print contents.

Device Management Blocks unpermitted devices. Blocks any unrecognized devices.
Only authorized devices can be used.

Bandwidth Management Gets statistical report on traffic consumption. Allocates bandwidth
fully and rationally. Limits incoming and outgoing traffic rate.

IT Asset Management Provides IT asset inventory. Manages updates and patches.
Centrally distributes software. Detects system vulnerabilities.

Remote Management Diagnoses problems for monitored PCs. Gives remote operation
demonstration. Makes it easy for remote assistance

1.3. Basic Structure

SurveilStar has three components: server, console and agent. Administrators can install different components on
the computers they want to manage.

Console ﬁ
»
I

.
Server

. | | B
X R S S
8 8 8 e

Server: It is used to store management policies and the data gathered from agent computers.
Console: It is used to set policy, view data and gather statistics.

Agent: It is used to collect data and execute management policies.

N
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1.3.1. SurveilStar Server

Server is installed on a computer with high storage capacity and high performance.

v Monitor agent computers and distribute polices automatically

v’ Store the data gathered from agent computers

v Manage collected data and back up data periodically

1.3.2. SurveilStar Console

Console is installed on an administrator or supervisor’s computer.

v" Centrally control and monitor all agent computers

View all data and screen snapshots gathered from agent computers

v
v’ Provide statistical and analysis report
v

Create control and surveillance policies

1.3.3. SurveilStar Agent

Console is installed on an administrator or supervisor’s computer.

v" Execute management policies

v Record users' activities on the agent computers

v’ Periodically send collected data to server

1.4. System Requirements

Components Requirements
Server (O Windows 2000 SP4 / XP /2003 / Vista / 2008 / Win7 (Both 32-bit and
64-bit)
Minimum Processor: Pentium 4 2G / Memory: 512 MB / Free Disk Space: 20 GB
Recommended Processor: dual-core or quad-cord / Memory: 4GB /Free Disk Space:120
GB
Console (0N} Windows 2000 / XP /2003 / Vista/ 2008 / Win7 (Both 32-bit and 64-bit)
Minimum Processor: Pentium III 500 / Memory: 256 MB / Free Disk Space: 256
MB
Recommended Processor: Pentium 4 / Memory: 512 MB / Free Disk Space: 1 GB
Agent (O Windows 2000 / XP /2003 / Vista/ 2008 / Win7 (Both 32-bit and 64-bit)
Minimum Processor: celeron 11 433 / Memory: 512 MB / Free Disk Space: 512 MB
Recommended Processor: Pentium 4 / Memory: 1 GB / Free Disk Space: 1 GB
SQL Server  Basic MSDE SP4 / SQL Server 2005 Express
Recommended SQL Server 2005 SP1/SP2/SP3
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Chapter 2. Deploy SurveilStar Employee

2.1 Installing SurveilStar Server

2.2 Installing SurveilStar Console

2.3 Installing SurveilStar Agent

2.1. Installing SurveilStar Server

SurveilStar Employee Monitoring software needs to work with Microsoft SQL Server to store and feed the
collected data. Please note that SurveilStar's setup file includes SQL Server 2008 Express Edition as the built-in
database engine, it has a 2GB storage capacity limitation. Microsoft® SQL Server® 2008 R2 Express is a
powerful and reliable data management system that delivers a rich set of features, data protection, and
performance. The SQL Server can be deployed on a dedicated computer or any computer deemed —appropriate to
be used as a data server.

Please make sure you install SQL server and SurveilStar server in the same machine.

System Requirements

oS Windows 7 / Windows Server 2003 / Windows Server 2008 / Windows Server
2008 R2

CPU Computer with Intel or compatible 1GHz or faster processor (2 GHz or faster is
recommended.) for 32-bit systems, 1.4 GHz or faster processor for 64-bit systems.

Memory Minimum of 512 MB of RAM (2 GB or more is recommended.)

Hard Disk Space 2.2 GB or more.

SQL Server Requirement

Note:

Before installing SQL Server 2008 (R2) Express , you may need to update Windows Installer, .Net Framework
and Windows PowerShell.

1. Download and install Microsoft .Net Framework 3.5 SP1

2. Download and install Windows Installer 4.5

3. Download and install Windows PowerShell 1.0

Installation Steps

1. Download SurveilStar Setup file and double-click to launch the setup. SurveilStar Server should be installed

in the same computer with the SQL Server application.

If it pops up security warning message, please click Yes or Run button to continue.


http://www.surveilstar.com/download/surveilstar_setup.exe
http://www.microsoft.com/download/en/details.aspx?id=22
http://support.microsoft.com/kb/942288
http://support.microsoft.com/kb/926139
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f .
ﬁ%‘ Setup - Surveil5tar V3 LY

Welcome to the SurveilStar V3
Setup Wizard
This will install SurveilStar V3 [3.27.1231] on your computer.

It is recommended that vou dose all other applications before
continuing.

Tip: You may need to install some related software (free) to
ensure the normal operation of SurveilStar

Click Mext to continue, or Cancel to exit Setup.

[ Next> | | Cancel

L

2. Choose which components should be installed.

.
i5 Setup - SurveilStar V3 el

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Mext when you are ready to continue.

Full Installation (Server and Console) k [

Surveilstar V3 Server 275.5MB
| IP-guard V3 Server Kernel 120, 7 MB
Microsoft SOL Server 2008 Express Edition 110.5 MB
Install Agent Module on Local Computer 44.4MB
SurveilStar V3 Console 33.1MB

Current selection requires at least 303.0 MB of disk space.

| <Back || Mext> | | cancel |

SurveilStar V3 Server Kernal This option can't be unchecked. It must be installed.

Microsoft SQL Server 2008 Express Edition Please check the explanation above. Check it or not according
to your environment. If you have installed SQL Server 2005
Express or other SQL version, please do not check this option.

Install Agent Module on Local Computer If you need to monitor the computer where Surveilstar server is
installed, please check this option.
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SurveilStar V3 Console If you want to install SurveilStar Console on server machine as
well, please check this option. Please note that SurveilStar
Console can be installed on different computers and should be
only accessed by I'T manager or supervisor.

3. Check all the information and click Install to continue the installation, or click Back if you want to review or

change any settings.

-
ﬁ.‘ Setup - SurveilStar V3 K

Ready to Install
Setup is now ready to begin installing SurveilStar V3 on your computer.

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Destination location: -
D:\Program Files (x86)\SurveilStar

Setup type:
Full Installation (Server and Consaole)

m

Selected compaonents:
SurveilStar V3 Server
I IP-guard V3 Server Kernel
Microsoft SQL Server 2008 Express Edition L=
Install Agent Module on Local Computer

I SurveilStar ¥3 Console ’
4 b |
[ |
< Back ]E Instal [ Cancel
e _— = —— — T = . — .
ﬁ%‘ Setup - SurveilStar V3 = | 2|
Installing

Please wait while Setup installs SurveilStar V3 on your computer,

Configuring database connection...

Cancel
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@

4. Installing SQL Server 2008 Express automatically. Please do not close the popup. It would take some time,

please wait.

Extracting Files

Exracting File:  x86\setup‘sgl_engine_core_inst_msi‘pfiles‘sgls
To Directory: e\87d5903cf230bdabc28aetd 764dJa FE

S

[

5. Please wait while SQL Server 2008 R2 Setup processes the current operation.

'SQL Server 2008 R2

Flease wait while SOL Server 2008 R2 Setup processes the current operation.

™ SQL Server 2008 R2 Setup

Setup Support Files

Setup Support Files

Chick Install to install Setup Support files. To nstall or update SOQL Servar 2008 A2, thesa files are required

The following components are requined for S0L Server Setup:

Feature Mame Status
m Setup Support Files In Progress

ExecuteStandardTimings'Warkflow
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-

B SQL Server 2008 B2 Setup |20

Installation Progress

Install_Sqi5upport_KatmaiRTM_Cpu32_Action : CreateShortcuts. Creating shortcuts

Mext = Cancel Help

6. Installing SurveilStar on your computer. Please wait for the installation process to complete.

|'\

i5) Setup - SurveilStar V3 = =

Installing
Please wait while Setup installs Surveilstar V3 on your computer,

Finishing installation. .,

i Cancel |

10
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7. Complete the SQL Server 2008 & SurveilStar setup. Click Finish to exit setup.

r
15 Setup - SurveilStar V3

Completing the SurveilStar V3
Setup Wizard

Setup has finished installing SurveilStar V3 on your computer,
The application may be launched by selecting the installed
icons,

Click Finish to exit Setup.

Other SQL Server Options

SurveilStar can also work with free SQL servers including Microsoft SQL Server 2000 Desktop Engine (MSDE
2000), SQL Server 2005 Express Edition and SQL Server 2008 (or R2) Express Edition as well as work with
professional SQL Servers including SQL Server 2000 SP4, SQL Server 2005 SP1 or above and SQL Server

2008 (or R2) or above. You can choose the one you need.

2.2. Installing SurveilStar Console

The installation of SurveilStar Console uses the same setup file as installing the SurveilStar Server.

Select SurveilStar Console when prompted to select components, and then proceed.

s smasrs I ok

Select Components

Which components should be installed?

~

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

ustom Instal on

[ T™ICroso

: S—
i [7] Install Agent Module

[¥] surveilstar ¥3 Console |

Current selection requires at least 34.5 MB of disk space.

<Back | mext> | | cancel

11
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2.3. Installing SurveilStar Agent

SurveilStar Agent should be deployed to computers that are required to be monitored and controlled. The Agent
can be installed in silence mode and run in stealth mode. There are 3 ways to deploy SurveilStar Agent to
computers: Direct Installation, Remote Installation, and Logon Script Installation.
Choose the installation method to view details

2.4.1 Direct Installation

2.4.2 Remote Installation

2.4.3 Logon Script Installation

2.3.1. Direct Installation

Adopting the Direct Installation method, you need to install the Agent one by one following these steps.
1. Create SurveilStar Agent setup file

On the desktop of the server, click "Start > All Programs > SurveilStar > Agent Installation Generator"

1. SurveilStar
= Agent Installation Generator
Agent Remote Installer

Control Panel

|. Domain user logon script installer
ﬁ Policy Export
& Surveil5tar V3 Console Default Programs
SurveilStar V3 Service Controller
ﬁl Uninstall SurveilStar V3 Help and Support
1/ VideoLAM
I WinRAR

Devices and Printers

4  Back

| Search programs and fiies je |

Create Setup File : _E.E__l
p

—Installation Package Settings

D Save As MW

Save in:l |, SurveilStar _'J = I'::F B~
™ silent Installat 2

MName Date modified
Advanced Settings I =

. DATA 4/10/2015 9:56 AM |

Server IP [ Name |132,168.23,163

»

~Try the following account if I do not have suffident permissions to run setup file. | Debug 4/9,/20151:22 PM
[Domain']User name | i KB ) 4/9/20151:24 PM
. LogonScript 4/9/20151:14 PM
Password | ). Patch 4OWISL5PM ~
< | 1 | b

—Save

Save Setup File in File name: Iagent[ I Save I
type: [Exe FiesCexe) ] ﬂ'

Create | Cancel |

12
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Server IP/Name IP address of the server. Static IP and Dynamic DNS are supported.
Silent Installation Check this option to install agent without showing any visible interface.
Account info Installing SurveilStar Agent requires administrator privilege. Then you

can try the account to run the setup file.

Save Setup File in Choose a folder to save the setup file, and give it a file name.

2. Copy the setup file to target computers

agent.exe
[ Cleular Agent V3
[V == 32714260

3. Double-click the setup file to install the Agent

2.3.2. Remote Installation

Remote Installation can easily deploy SurveilStar Agent to a massive number of computers in remote and batch
mode.

1. Launch the remote installer
On the desktop of the server, click "Start > All Programs >SurveilStar > Agent Remote Installer"
2. Scan network to find computers
By default, SurveilStar only scans computers from the server’s network segment. If you want to extend the
searching area, go to menu "File > Scanning Settings", and specify an IP range. All computers available for
remote installation will be listed with host name, domain name, operating system, IP address and install status.

£1 Remotelnstaller Version 3.1.8.2527 (For Windows NT 4.0/2000/XP) l=1E3
Eile Operation  About
2 B H Q & Host | | =zInstall
| Hosk | Comain | 05 IP address | Install Status
DE MARKETIMNGTEAM M3IHOME WinsP 192.163.15.102 IMSTALLATION CANMCELED
DQ KEYINLEE WORKGROUP b 192.165.15,103
D'_@.! SHUT ANVSOFT WinxP 192.165.15.105
DQ ZIMYOL MIHOME WinxP 192.165.15.105 INSTALLATION CAMCELED
Dg SHUTEC-O4FS0... AMVSOFT WinxP 192.165.15.109
D-!_E.i 192.1658.18.111 - - 192.1658.158.111
DE 192.168.158.112  ---- s 192.168.18.112
DE 192.168.18.113  ---- - 192.168.18.113

3. Select computers to install SurveilStar Agent
Tick the checkbox before the computer host name that you want to install the Agent on it, and then click the

. . . . . Jml .
menu "Operation > Install" to start remote installation, or click the install icon = alternatively.

Why does Remote Installation fail, and how to fix it?

1. Administrator privilege needed.

If the target computer is protected by password, you need to provide the administrator name and password of

13
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that computer to proceed the installation, or the remote installation would fail. View the Remote Installation
Logon Dialogue Box below.

Failed in installation. Do you want to re-logon?

Etrors in installation! Cannot logon the target hosk!
Target IF: 192,168.18.102 Hosk name: MARKETINGTEAM
Reasons:
1, Access denied, The user not allowed to access the Service Manage.
2, The target host is not a member of any domain and the share named adming is not opend.
Solution:
1, Log on with the right user that who have enough access right.
2, Set the target host a member of a domain or open the adming share of it

Click "Cancel Installakion” to cancel the installation of the target host,
IF wou want to relogon, input the account and click "Logon®,

[Domaint]User name: | Administrator

Passwrd: | s

I Don't show it again Logon | Cancel Installation

2. The admin account is not shared via network.

To see if the admin account (the ADMINS folder) is shared, you may use Command Prompt to check out the
status.

On the desktop of Windows, click "Start > All Programs > Accessories > Command Prompt" , input the
command line "net share" , and you will see if the ADMINS folder is shared. Below is an example.

Command Prompt

icrosoft Windows HP [Uersion 5.1.26861
CC» Copyright 1985-2801 Microsoft Corp.

C:“Documents and Settings“Administrator>net share

Share name Resource Remark

Default share
Remote IPC
Default share
Remote Admin
Default share

arketing Plan

D:“Marketing Plan
Top Secrets D:xTop Secrets
WYon' s GC:“Documents and Settings“All Users“Documents

The command completed successfully.

bt

If the ADMINS is not listed, you can input "net share ADMINS" to activate the account sharing. Below is an
example.

14
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Command Prompt

Microsoft Windows RP [Uersion 5.1.26001
CC» Copyright 1985-2001 Microsoft Corp.

C:~Documents and Settings“Administratorrnet share ADMINS
Share name ADMINSG

Gz ~MWINDOWS

Remote Admin

Mo limit

Manual caching of documents
The command completed successfully.

3. There is no shared folder in the target computer.

Even though it's remote installation, there should be a file folder that can be used by remote user to store the

program files of the Agent. Please make sure the target computer has at least one file folder is shared, or you
may need to create one on that computer.

Note:
Remote Installation only works on Windows NT4.0/2000/XP systems.
Remote Installation can fail sometimes due to the Windows NT local security settings.

When Remote Installation fails, the best way is adopting the Direct Installation.

2.3.3. Logon Script Installation
If the local area network (LAN) of your company has a domain server, you can use this method to deploy the
Agent to computers within the LAN.
1. Download Script Manager
You can download Script Manger in either .rar or .zip file format.
Download Script Manager (in .rar file format)

Download Script Manager (in .zip file format)

2. Put the Script Manager file folder to domain server

You may unzip the download RAR or ZIP package file, and then copy the Script Manager folder to the
domain server. This folder should contain these files and document: LgnManV3.exe, IPGLgnV3.exe, and
Readme.txt.

3. Create a setup file of SurveilStar Agent

To create such agent, please refer to Direct Installation. The Agent setup file should be saved to the Script
Manager folder as described in Step 2.

4. Run LgnManV3.exe

Double-click the LgnManV3.exe executable file to open the Script Manager. The Logon Script Manager will
automatically scan and show all computer users within the domain.
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# Logon Scripts Banager 3.0.306 !

User list:

w Lzers I Lagon Scripts I Privileges I Groups I Co -~ |
O € zhangwei USER Domain Users

I:IE winping LISER Domain Users

O vanck USER Darnain Users

O wulh USER Dormain Users

D%ﬁwuﬂ IPGLINW3.exe LUSER Damain Users

O wucl USER Dormain Users

O € wenhui USER Darmain Users

I:I!'} WA Ny LISER Domain Users

O € wanayan USER Domain Users

I:Iﬁ weangliang LISER Domain Users

D;!?}test IPGLanY3 exe USER Domain Users

O renho USER Dormain Users

O print USER Domain Users

O panby USER Damain Users =
O mahy USER Domain Users

O uomg USER Damain Users

O liurg USER Domain Users

O lijm USER Domain Users

O lihp USER Domain Users

O kuangjun3 ADmIe Domain Admi..

I:Iﬁ kuangjunz LISER Domain Users

O € kuangjun USER Domain Users

O« krotat USER Domain Users

O jiangzh USER Darnain Users

O huvu USER Domain Users =
q- | _>_I_I
Remove Scriptsl Set Scripts I Unset Scripts | Refresh List | Close |

5. Select computers

Tick the check box before the user name to select computers. You can select multiple users so that the
installation can be done at one time.

6. Set installation script to target computers

When the selection of target computers is finished, click the Set Scripts button at the bottom of the manager

window.
7. Auto-installation

When a selected computer logs on to the domain, the preset script will run automatically to install SurveilStar
Agent to that computer in stealth mode.
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2.4. Register

Step 1: Open the registration form

1. On the server's desktop, right-click on the SurveilStar's Service Controller icon in the task tray, and click
[ Tools > Register] .

I Reqgister

Event logs :
Open setup directory Service -- Stop
Refresh service

v Auko start service when O3 starks

Close Service Controller

11:57 Ak

2. Provide password to log into the registration form.
Step 2: Enter serial number

In the Serial Number section, you will see the default SN for demo version. You should replace the demo SN
with the SN you purchased.

1. Click the Upgrade button.

Note:
SurveilStar offers 30-day trial for enterprises to experience the software. In the demo version, you will see

the days left for trial use, and the serial number for the demo version.

2. Enter serial number into the text box, and click the OK button.

Now you will see the “Demo” is replace with the quantity of licenses you purchased for this serial number.
Step 3: Complete the registration

There are two options to complete the registration: Register Online and Send Email.

Please fill in the product registration information with Company Name, Tel, Contact Person and Email Address.

Register Online. Click Register Online button, then the Register Code will be returned and displayed
in the Register Code [Regcode] field. And the product registration will be processed
automatically.

Send Email. Click Send Email button, then email will be sent to your registered email address

with Register Code. Please copy and paste the Code into Register Code [Regcode]
field, then click [Register] button to confirm the registration.

17
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Note:

1. The Email Address is very important. If you need to re-register in the future, new Register Code [Regcode]
will be sent to the first registered email address.

2. If your server cannot connect to Internet or other reasons, please email us with your Serial Number [SN]
and Computer ID, we will help you process the registration individually.

Upgrade License

If you are a registered user and now purchase license upgrade for monitoring more computers, please simply
repeat the steps above to upgrade license.

2.5. Upgrade to the latest version

2.5.1. Upgrade Server and Console

Download SurveilStar Upgrade Package on SurveilStar Server machine, or download it from other computer

and copy to SurveilStar Server. Double click the upgrade package. Then SurveilStar Server and SurveilStar
Console on server machine (if installed) will be upgraded to latest version.

Note:

If you can't upgrade, please exit all SurveilStar services at first. You can open Task Manager, click Processes
tab and you should be able to find OControl3.exe(if console installed), OGuard3.exe and OServer3.exe,
choose them and click End Process. Then run the upgrade package again.

2.5.2. Upgrade Console only

Log on to SurveilStar Console and it would track and upgrade to the latest version automatically.

2.5.3. Upgrade Agent

SurveilStar agents won’t upgrade automatically after the SurveilStar server has been successfully upgraded. You
can upgrade via menu [ Tools > Server Management > Agent Update Management] .

2.6. Uninstalling

Note:

If you want to remove the entire SurveilStar PC/Internet monitoring system, including Agents, Consoles
and Server, please delete all SurveilStar Agents first. Otherwise, the deployed SurveilStar Agents will
continue to run in those computers, even though the SurveilStar Server is removed.

2.6.1 Uninstall SurveilStar Agent from SurveilStar Console

2.6.2 Uninstall SurveilStar Agent from the Client Computer

2.6.3 Uninstall SurveilStar Console

2.6.4 Uninstall SurveilStar Server
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2.6.1. Uninstall SurveilStar Agent from SurveilStar Console

Only IT manager or senior supervisor with administrator access to SurveilStar Console can uninstall SurveilStar
Agent.

Login to the SurveilStar Console, right-click on any selected computer, or the entire network, and choose
Uninstall Agent from the pop-up menu.

' New Group

Move To... ".:;‘ Notify...

Find... vk
& Deleted(t]  Rename Unlock

2 Delete Log Off

NESTORR Power Down

Data Synchronization 3 Restart

Asset Information | Uninstall Agent

View Screen History @ Remote Contral

| Contral »i Remote File Transfer

2.6.2. Uninstall Agent from the Client Computer

Step 1: On client computer - create Operate Code

1. In XP, click "Start > Run", type "agt3tool ocularadv" command into the run box. In Vista or Windows 7,
you can click Start and type agt3tool ocularadv directly in "Search program and files" box.

2. Run the command, and you will see the Agent Tool.

[ )‘9 Agent Tool

|
Operate
— Generate |
" Temporary dear all poli 30 T Minute:
" Unlock Agent Exit

" Clear security password

3. Select Uninstall Agent, and click the Generate button, you will see the Opcode Validation dialog. This

code is used to generate a confirm code from the Console (see next step).
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Enter
Original Opcode: 964353634487

Please tell administrator to generate a confirmation code

Confirmation |

Note:
DO NOT close this Check Confirm Code form in this step. You need to return to this form later.

Step 2: On SurveilStar Console - create Confirm Code

1. Go to SurveilStar Console, click the menu "Tools > Agent Tool > Confirm-Code Generator", you will see
the Confirm Code Generator, enter the Operate Code attained previous step into the Agent Operate Code

Confirm-Code Genﬂatl u -

Confirm-Code Generator |

text area.

You can generate a confirmation code of the agent.
Q Please input the operation code generated by agent.

Agent Operation Code

964353634487 I Parse i
S——

Agent *
il 55550
Remote host Kewvin

Content
Uninstall Agent

2. Click the Parse button, and then click the Generate button, you will see the Confirm Code highlighted in
blue colour in a result dialog. Write down this code, and go to the last step.

"l — = = o
Comm o moren e

Confirmation Code Info,
Q Confirmation code has been successfully generated. Please send it to

the agent user to complete the operation,

Confirmation Code: 25449499

o |
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Step 3: Back to client computer - complete the un-installation
Now we are back to the client computer, where the uninstall operation is waiting to be confirmed.

Go to the Check Confirm Code dialog, enter the Confirm Code, and then click the OK button. Done.

Note:
both two ways of uninstalling an Agent do not delete the history data of this computer. The uninstalled Agent
will still appear in the Console, marked in dark gray color. To delete an Agent completely, please click the

Console menu "Tools > Computers" , select the computer name, and then click the Delete button.

2.6.3. Uninstall SurveilStar Console

On the desktop of Windows system, click " Start > All Programs > SurveilStar > Uninstall SurveilStar" , or
go to "Control Panel > Add/Remove Program" to uninstall SurveilStar Server.

If you have installed SurveilStar Console on multiple computers and want to remove all of them, you may need
to uninstall the console one by one.

2.6.4. Uninstall SurveilStar Server

Note:
Before uninstalling SurveilStar Server, all SurveilStar Consoles should be closed first.

On the desktop of Windows system, click " Start > All Programs > SurveilStar > Uninstall SurveilStar" , or
go to "Control Panel > Add/Remove Program" to uninstall SurveilStar Server.

Uninstalling SurveilStar server doesn't affect Microsoft SQL Server. If you don't need SQL Server any more,
you may need to uninstall it manually from Control Panel.
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Chapter 3. SurveilStar Console

3.1. Log on SurveilStar Console

Log on SurveilStar Console

Click Start > All Programs > SurveilStar > SurveilStar V3 Console to launch SurveilStar console logon

dialog.
. —,
o . ==

Server 192,168,238, 163

Account admin

Password -

_m..md [l auta Lonon
Blanl: (NULL) default password.
| ox

Server Enter SurveilStar Server's IP address or computer name.

Account The default administrator account is "admin", and the default auditor account is
"audit". IT Manager or supervisor can create multiple accounts and assign different
priliveges to meet different requirements. After console logon, you can use menu
Tools > Accounts to create accounts.

Password Enter password of the account you entered. The default password of "admin" and
"audit" are null.

Re-logon

When you need to reconnect to the server or connect to another server, or need to logon console as another
manager, click Tools > Re-logon to launch SurveilStar console logon dialog.

Change Password

Click Tools > Change Password and enter your personal password. The default password of "admin" and
"audit" are null.

After valid verification you change your password successfully as the picture below.
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-

Change Password | % ! - - —
SurveilStar V3 Console (BN
Account  Anita
OldPassword ~ eesses ig Set Successfully
Mew Password asEREe
Confirm [TIIY1]
ok || cancel

Note:

IT manager and supervisor should take care of the password.

3.2. SurveilStar Console Brief Introduction

3.2.1. Basic interface of SurveilStar Console

SurveilStar Console is very intuitive and easy-to-use, yet powerful and customizable. It also comes with

powerful search functions.

Logs Polcies ﬁﬂwmd unnmmn Mantenance Assets Clhsses Managermnent Took WVew Help

@&ﬂwa Ne D04 Bead 2

| Computer
'H The Whole Network
1255 Admin
m-ly AVC
{1 4y Channels
8 Design
i ﬂ"i Developers
¥+ giy eBay
=g P
iy Mac
gy PFM
i1y Server
g% Unclassified
iy Delsted (1)

3

T T

Audr |

Events Log| %4, Bagclinbcy| h ﬂ.dﬁcmﬁ Pnicyl L= Hnntorrugl [- Mm‘nenance-' gl.ﬁsser || b

Basic Information

Hame 0s

W

g eBsy
i Design
g“dMac
oy PFM
g Server

?‘d.ﬁ.dmm

P Address

| ﬂd(hannel;

T ity Developers

I\4"4'I.h':cli!i;i‘fied

Bl AV

Sessons  Status

Versan

@

il O

u&tﬂ"ﬂuﬂf ﬁUw_-d'—r i
Ready
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1 Menu Entries to all SurveilStar Console's functions.
2 Tool Bar Entries to the most widely used functions in SurveilStar Console.
3 Computer List On the left of the Console window, it will show you all the computers
with agent installed as well as basic group information.
4 Computer/User List Switch computer list to user list or vice versa. User list will show you
all the logged-in users as well as user group information.
Main Menu Navigator Under the tool bar. You can navigate to some main functions quickly.
Subordinate Menu Navigator Under Main Menu Navigator. You can navigate to specific functions
quickly.
7 Data Display The most important part. All kinds of data will be displayed in this area.
Whole Network Information about total online users and server IP address.
Typical Signs at Computer List
4 The agent computer is being monitored normally.
e The agent computer is not monitored. The computer has been shut down, or the computer is offline

from internet now. It's also possible that firewall has blocked the communication between agent
and server, in this case, please change firewall settings.

W

The agent has been uninstalled from the computer.

The agent computer is being monitored normally and the computer is curretnly idle now.

Typical Signs at User List

€ The user is online now and being monitored normally.
€ The user is off line from internet now.
) The user is away from the computer now.

3.2.2. Chart, Search and Property

Some of the functions also provides chart, search and property functions and user interface will be a little
different. The following example is Application Statistics.
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(@8, comote _
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A
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5
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[
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2
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[ R
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O ExcELEE

Tha Whols hetwork (30 / 53]

B [192.168.18.5%]

1 Chart The chart is only available in Statistics.
2 Search The search functions is available in Statistics, Logs, Instant Messages, Emails,
etc. You may specify computer, user, time range, classes, etc. to search.
Depending on different functions, you can use different search inquires.
PBresadgaluz2ed @
Cermrat BE Y R A @ Eestor B, dasc peley| g, Advanced uicy| @B )b
%] The Whaln Hetwnrk : P Aot d i
= ol deri S 98 Pokows | lawc | Davies | [Appicaon || i | Sowe Saowat ]
i":"c Application Palicy 5 I 1]
-; iy Deagn T A
= iy Devlapers Fl MOy  Apslcsdion Pobey |
E - |i‘ efiay
oy
i oy Wae
oy PP
gl Serves
iy Uncladied
iy Debeted 1)
Tha ol m&lﬂf ] E‘ {192 168, 18.9%]
1 Property Property is only available in Policies and Advance Policies. In property area,

you can set detailed controlling policy according to your need. Different

policies have different options.
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@

3.3. Computer Group and User Group

3.3.1. View Basic Information

In SurveilStar Console, IT manager can click menu Statistics > Basic Information to view basic information of

computer, computer group, user and user group.

1. Computer Basic Information:

Select a computer and the status and basic information will be displayed in data display area.

Computer

] The Whole Network |-

A e -
4 {Li Audrti gEvent.? Log_ oy Basic PD|IC}'_ &1, Advanced

Basic || Application | Web | Traffic

| Basic Information

S = = = == =

=+ é;_’ Ch
=% Design

annels

+-5ty Mac

* Last Active Time
* Installed Time
FIP/MAC

* Last Logon User

| Mame Value
b Mame WVivien
¢ Computer ANV
v IP Address 19216818155
v Status Running
* Version 3,23.2916.20
r OS5 Windows XP Professional, 32-bit English
* Boot Time 2012-01-04 08:04:27
¢ Last Online 2012-01-04 14:52:56

2012-01-04 14:52:19
2011-12-1614:31:57
00-19-66-85-30-9E(192.165.18.155)
AMNVEOFT

. #) Unclassified € ANVSOFT 2012-01-04 09:04:35
%% Deleted (1)

Name The name displayed in the computer list. If necessary, change it to your desired
name. By default, it's same as computer name.

Computer Computer name.

IP Address IP address

Status Agent computer's running status. It may be Running, Running(Idel), Offline or
Uninstalled.

Version Version of installed agent.

(0N Agent computer's operation system. It includes OS type, OS edition, OS bit and
system language.

Boot Time Agent computer's boot time. It's available only when Status is Running.

Last Online The time when agent can communicate with server last time.

Last Active Time

The time when agent computer is active last time.

Installed Time

The time when agent is installed on this computer.

IP/MAC

IP address and MAC address.

Last Logon User

The username which is used to log on this computer last time.
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2. Computer Group Basic Information:

In computer list, choose a computer group, status of all the computers in this group will be displayed in data
display area.

BE 4 R fede] S eveniston| B sanc roky| @ Advanced Potcy | &8 Honkoung | ﬂmam[*mﬂ v

[Basic] Anphcation | web | Traffic
Basic Information @
i Mancy 18216818153 ‘Wirdows XP Prdessional, 22- 1 Running 3232916 Rev 20
ﬂ.dumnd- 192.158.18 158 Windows 7 Home Premiom E.. 1 Rumning 3232916 Rew2D
ﬂ haltte 19216835 164 Windows IF Professionsd, 33-—. 1 Rning 3232916 Rev 20
o ey 15216818165 Windows 4B Prefessionad, 33-.. 1 fusmning 21306 e 20

| J Jenewy 190168 18158 Windows 7 Ustinaste Edition, 3. 1 Ausnning 33,2516 Fev 20
'*] Dons 19215508178 Windows AP Professiondd, 32-. 0 Offline: 332735 Rev .

If you choose The Whole Network, all the computers will be displayed in data display area. click Expand
button, the group will be unfolded.

z""'“:*:“* X 4 e & events Log | %, sasc pokcy| (i, Advanced polcy | & Mentomp| ﬂm-w|iim| b
5o Admin [Bask]| Appicavan | web | Trffc
¥ g" e Basic Information E
isi gy Denign Hams IP Address 05 Sessons  Sts Verson A
is iy Developen 9 K 19116818150 Windows T Home Premivm .. 1 Aunning 3.23.2916 Rev.d0
5y ellay g Shiney 19216518176 Windews T Ustimate Eition, 3 0 (i II3ITES Rew 20
= :EL F Andy 152168 12 147 Wiridows 1P Prefessiomal, 32 0 Ofline 333375 Reu 20
¥ Ay PFMA
g:ﬂ”ﬂ §  Mancy 15216818153 Wnidows HP Professionsl, 32 1 Aunning 3.53.2916 Rev.20
Lok Unclansified [ 9 amenda 15216815815 Windows T Home Premium E.. 1 Fuming 3232916 Rev 20
o Deletedil] W ulieie 19206818 164 Windews (P Profentional, 33 1 fumning 3132508 Rev 20
¥ 15116818165 Windows I Profesional, 32— 1 Ausining IBBERe N |
§ Jenny 15216818158 ‘Windows 7 Ustimate Edition, 3 1 Runining 36 v |
§  Dosis 19216818171 Windows 1P Professional, 32-.. 0 Offline 1275 Rev 2..
iy Serar
@ serveR 1911581259 Windews (P Profesnional 33-—. 1 Rusining(ldie) ABTERevd., |
ﬁndm
§ kevin 151168 18178 Windows T Ustimate Edition 6. 1 Hunning 1202916 Rew 20
4 Ocesn 192.168.18.113 Windows XP Professional, 2. 1 Aunning 3.23.2916 Rev 20
q Giree 15216518 144 Windows T Ultimaate Edition, 1 1 Fusnning 3232916 Rev 20
iy Channsely
¥ Vit 182168 18,167 Windows P Professional 12 1 Running 3222916 Riew 20
| 9 tohn 197,168 18163 Windoss KB Professional, 3. 0 O#fine 1275 e 2.
iy Computer | 88 Usar ¥ Developers R L ) .
Reably The Whale Network (31 ] 28] @ [192.168.18.59)

3. User Basic Information:

Select a user name to view user's basic information.
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HEel s | 4 B Audit| =55 Events Log %%, Basic Policy |
& The Whole Netwark - | T : i
= | Basic | Application | Web | Traffic

Basic Information

by Mame Value

i ' Mame Amanda

""" 8 ANVSOF_I—':B] ¥ User Amanda

""" 8 Anvsoftjp * Status Online

% ‘:‘:::;:;HP * Last Online 2012-01-04 15:11:35
_____ S Y- _ ¢ Last Active Time 2012-01-04 15:11:35
_____ § Ao |£/|| * LastLogon Computer Amanda

_____ @ Ashen 4 Amanda 2012-01-04 09:02:43

4. User Group Information:

Select a user group to view the user group's basic information. In the same way, if you choose The Whole
Network, you can click Expand button to unfold the user groups and view users information in this group.

3.3.2. Group Operation

By default, all computers and users will be listed in Unclassified group. Unclassified group can't be deleted or
renamed, sub group can't be created in Unclassified group neither. According to different requirements, IT
manager or supervisor can easily sort computers or users into different groups for convenient management.

1. Create New Group

In computer list, select The Whole Network or a certain group, right-click and click New Group. Sub group can
be created in currently existed group. Then give a name to the group and a computer group will be created. You

can create user group in the same way in user list.

2. Move To Desired Group

Now you can drag-and-drop desired computer to desired group. Or right-click on selected computer and click
Move To..., select target group and click OK. In the same way, you can move a user to another user group. You
can use SHIFT or CTRL key to move multiple computers or users at one time.

3. Deleted Group and Unauthorized Group

Deleted computer will be listed in Deleted group, you can still use console to view all the data of deleted
computer. If you want to restore this computer to original group, simply right-click the deleted group and click
restore. If original group doesn't exist any more, the computer will be restored to Unclassified group. If there is
no deleted computer, Deleted group won't be displayed.

If the number of the agent installed on computers is more than your purchased license, then some of the agents
will be listed in Unauthorized group and the computers can't be monitored. If you want to monitor these
computers, you may need to upgrade your license. If the license is not yet fully used, Unauthorized group won't
be displayed.
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3.3.3. Search Computer or User

In computer list or user list, right-click on any point of the area and click Find... to search computer or user or
group. You can also use menu File > Find... or press CTRL + F key. You can type displayed name, computer

name, displayed username, username, IP address, etc. to search. Then you can double-click the result to open

target computer or user or group. Below is an example of searching users.

Find Condition

Mame ke Find

Ordinal  Mame User Last Active Time Last Online |
!~ 1 anvsoft.ke anvsoft.ke 2012-01-01 13:3496  2012-01-01 |
'5 2 Kevin Kevin 2012-01-04 16:03: 33 2012-01-04 |
4 | I (3 ‘
Cloge
&o— —

3.3.4. Delete Computer or User

If you don't want to monitor a computer or a group any more, you can simply right-click on the computer or the
group and click Delete. You will be asked to enter password to take this action. After entering password
correctly, the selected computer or all the computers in the selected group will be deleted.

Please note that deleting the computer or the group will also uninstall the agent in the computer or in the
computers of the group, and the license authorizations on deleted computer or group will be also taken back.
You can use such recycled license to monitor other computers if necessary.

Deleting user only deletes usre information and won't delete the license authorization. When the user log on
once again, SurveilStar Console will display the user information again.

3.3.5. Rename Computer, User or group

You can right-click on a computer, a group or a username and click rename. Or select the item first, then user
menu File > Rename to rename to what you like.
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3.4. Basic Control

SurveilStar's basic computer control functions including notification, computer locking and unlocking, remote

power down, remote log off and remote restart.

Note:
Agent must be running in order to control the computers. And it only works for computers, not for users.

3.4.1. Notify

Select a computer, click menu Control > Notify to send messages. If you select a group, all the online
computers in the group will receive this message. The message will be displayed on computer's screen and will
be always in the front. Users can simply click OK to close this notification.

Notify S =

We will have a meeting at 4:30 this afternoon. "

3.4.2. Lock Computer and Unlock

When an IT manager notices that agent computer is abnormal or the user is doing something wrong, he can lock
the computer. Once the computer is locked, mouse and keyboard on the locked computer can't be used. And a

dialog shown as below will be displayed on the screen of the locked computer.

L] ": You are locked by system..

If you need to unlock this computer now, select the computer at first, then use menu Control > Unlock. Please
note that both locking and unlocking require password. You can also lock multiple computers or a group of

computers.

30



Chapter3 SurveilStar Console

&

3.4.3. Log Off, Power Down and Restart

IT manager can also remotely log off, shut down or restart the agent computers if necessary. Simply use menu
Control > Log Off, Control > Power Down or Control > Restart to take the actions respectively.

3.5. Auxiliary Functions

You can export any recorded contents like applications logs, documents logs, web logs, assest change logs,
application statistics, web statistics, instant messages, emails, etc. as web pages(*.htm, *.html), Microsoft Excel
files(*.xlIs) and CSV(*.csv) files. You can also print those contents. By exporting and printing, you can have a
basic review on your employee's behaviors. Besides,

Depending on the data you want to export, the supported output file types may be a little different. If you want
to export as *.xls files, Microsoft Excel must be installed at first.

1. Export in Import

Exporting the recorded data is very simple. Right-click on the data display and choose Export. Then you can
choose Records of Current Page or All Matched Records. Or you can menu File > Export. You can also specify
search conditions at first, then export the search result.

-

Export

lo/ €

Export the IM contents »

Print...

Print Preview

|%] Records of Current Page

All Matched Records

Delete »

narty

Pr

[}

You can also select a certain record and right-click on it to export selected record only.

To import policy, choose corresponding policy type at first. Then right-click on data display area and click
Import.

(1) Statistics including web statistics, application statistics and traffic statistics can be exported to *.html, *.xls,
*.csv and *.mbht files.

(2) Logs including basic event logs, application logs, web logs, document logs, printing logs, shared files logs,
assest change logs, policy logs and system logs can be exported to *.html, *.xIs and *.csv files.

(3) Policies and advanced policies can be exported as *.xml file. Exported policies can be imported to
SurveilStar Console again. The policy type must be same as current policy and you need to save it to take affect.
Imported policy can be assigned to different computer or group as you like.

(4) Real-time snapshot can be save as JPG and BMP pictures. Click Save Current Frame on the upper right to
export real-time.
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(5) Instant Messages, Maintanence including applications, processes, performance, etc. and Assest including
software, hardware and their change, Classes including application class, time types class, website class, etc.
can be exported to *.html, * xls and *.csv files.

(6) Emails can be exported to *.html, *.xIs and *.csv files as well as *.eml files.
2. Print and Print Preview

If necessary, you can print the recorded data for a future review. You can right-click on data display area and
click Print or Print Preview. You can also use menu File > Print or File > Print Preview.
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Chapter 4. Statistics

SurveilStar provides application statistics, web statistics and traffic statistics.

4.1. Application Statistics

Click menu Statistics > Application, then select a computer or a group or entire network, and SurveilStar will
analysis all recorded application logs and generate a stastistics immediately. There are three buttons on the upper
right corner of data display area.

- IT manager can select application statistics modes. Currently there are four modes available.
They are By Class, By Name, By Detail and By Group.

@ Expand sub classes or computers/users in a group. It's not available to Detail Mode.

@ View all records, top 10 records, top 20 records, or custom display recording numbers.

There are four application statistics modes:
Application Statistics by Category

If you want to generate application statistics by categories, you may need to sort the applications into classes
according to your need. Click menu Classes Management > Applications to manage your application classes.

There will be 3 columns which are Class, Time and Percent. By default, both time and percent will be listed in
descending order.

Basic |Applimtion Web | Traffic

Application Statistics

Class Time &, Percent
1Running Time 296:58:59

1 Active Time 235:48:03 100%
1 Browsers 120:24:45 51.0%
lUnclassified 45:49:42 19.4%
lAdobe 21:20:52 9.0%
1IM Tools 18:53:.08 8.0%
1 M5 Office 11:32:34 49%
IFile Tools 08:51:28 37%
1 DVDSmith 02:08:.07 0.9%
JAnvsoft 01:458:46 0.7%
TlDownload & Upload 01:11:22 0.5%
Developers 01:00:19 04%
] Others 02:18:09 0.8%

Under the data display area, you will see a chart for the application statistics above. Bar Chart or Pie Chart can
be used.
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Application Statistics by Name

Application statistics by name will show you detailed application names. Using this, you can know the exact
application names that your employees used and how much time they spent on it. Below is an example of top 10

applications.
Basic | |Application || Web | Traffic
Application Statistics e @
Application Tme % Percent i
JRunning Time 296:58:59
JActive Time 235:48:03 100%
Ifirefox.exe 86:55:24 269%
chrome.exe 17:23:35 TaA% |E
T Explorer.EXE 14:40:4% 6.2%
] Dreamweaver.exe 12:56:17 55%
IBigAnt.exe 12:51:18 55%
Jdevenv.exe 12:04:25 51% =
TJIEXPLORE.EXE 10:10:55 43%
IPhotoshop.exe 06:05:43 26%
T 00exe N4:12:32 1A% =
Pie Chart a x
B firefox exe
B chreme exs
B Eglorer EXE
[0 Dreamweavera
Bl Bigirtexs
Bl deveny exe
& O EXPLORE EXE
[ Photoshop.exe
[0 caexe
= POWERPNTE
B Cihers
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@

Note:

This mode actually records application process names.

Application Statistics by Detail

This mode is similar to Name mode. However, what it records is application description which may be different

from application process name. For example, if two users are using QQ 2010 and QQ 2011, Application
Statistics by Details will treat them as different applications while Application Statistics by Name will treat

them as same application because the processes name are QQ.exe.

Application Statistics by Group

Using this mode, IT manager can easily find out the percentage of a certain computer or a group which uses the

applications in a specific application class. Application Classes should be selected at first.

Applications

Classes

Running Time, Active Ti| @

Search

If you have sorted your applications into classes, you will see something like the picture below.

-

Select

Appication Classes

1 Application Classes
=) Windows Application
{7 Undlassified

{7 Browsers

4= IM Toals

{7 Entertainment

{7 Adobe
{5 M5 Office
{7 File Tools
{5y Anvsoft
-Ar=h DVDSmith

<L

==

FIE K

=)

Selected

I Browsers
[C3IM Tools

!EI Running Time
[¥] active Time

After Application classes are selected, click OK to apply. Then click Search button again to generate your desired

application statistics.
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Application Statistics - 09
Computer Running Th.. % Active Time Browsers M Tools Adobe ‘
'{f\gﬂ.'ﬂ‘( 65:11:03 55:34:49 34:28402 05:51:58 05:07:05
g;ﬁ Developers 58:43:45 50:30:34 12:19:57 01:27:29 02:04:35
anPFM 44:11:04 40:00:57 26:00:16 01:42:36 00:11:00
oty eBay 28:55:00 19:54:04 12:41:59 02:26:29 01:11:31 =
'#jﬁ.dmin 26:42:53 23:24:55 13:04:12 02:01:26 04:23:43 1
Q%Dﬁign 18:28:32 15:57:47 04:25:28 02:10:42 04:52:33
';E@gJP 182344 16:59:12 07:02:22 01:50:17 03:17:45
'-;.'-‘Channels 09:13:12 05:02:02 03:15:18 00:38:48 00:00:10
#;Mac 08:12:54 08:19:16 07407:11 00:43:23 00:12:30 T
#,;Untlassiﬁad 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
ot Othere A259:58 W1:0F-00 00:0000 D000:00 00000 i
Pie Chart nox
B A
I Developers
2 W PrM
[ eBay
B Admn
Rurning Time: Browsers . Desic
: [ s
[ Channels
] Mac
O Undassfied
B Others

IM Tools

4.2. Website Statistics

Click menu Statistics > Web, then select a computer or a group or entire network, and SurveilStar will analysis
all recorded web visits and generate a stastistics immediately. There are three buttons on the upper right corner of
data display area.

- IT manager can select web statistics modes. Currently there are three modes available. They are
By Class, By Detail and By Group.

@ Expand sub classes or computers/users in a group.

Q- View all website visits, top 10 visited websites, top 20 visited websites, or custom display

recording numbers.

There are three website statistics modes:
Web Statistics by Category

If you want to generate web statistics by category, you may need to sort the visited websites into classes
according to your need. Click menu Classes Management > Websites to manage your website classes.

There will be 2 columns which are Website Class and Time. By default, time will be listed in descending order.
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Web Statistics

Class Time %~
&) Customer Support 27:39:43
&) Unclassified 23:56:23
&) Anvsoft 14:25:14
@ Search Engine 07:39:22
&) News 06:56:47
&) Shopping 06:37:39
& Mails 06:32:32
@] Social Networking 05:45:04
&) Forums & Blog 05:03:05
@ Shareware 02:02:47
&) Test 01:58:32
@ Ecommerce 01:52:37
&) Videos 01:44:35
& DVDSmith 01:35:48
&) Total 113:50:08

Under the data display area, you will see a chart for the web statistics above.

Customer Support
Unciagsdiad
Arvach

Search Engne

Social Metworkdng
Forums & Blog
Sharnerwans

OO00EEECOEEN

|
g
§

Web Statistics by Detail

Web Statistics by Detail will display all the visited websites respectively and the duration spent on them in
descending order. You can also check top 10 visited website or top 20 visited website to see which websites are
visited most.

Web Statistics by Group

Using this mode, IT manager can easily find out the percentage of a certain computer or a group which visits the
websites in a specific websites class. Websites Classes should be selected at first.

37



_ Chapter4 Statistics

Web

Classes

Al =

Search

If you have sorted the visited websites into classes, you will see something like the picture below.

] vebsice Clos DY

- Unclassified
-7 Search Engine
-4 Anvsoft

-{C=) DVDSmith

-7 Sodal Networking

-7 Forume & Blog
-y Shopping
-4 Mails

A Test

4= Ecommerce

After Website classes are selected, click OK to apply. Then click Search button again to generate your desired
web statistics.
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Web Statistics a ag-
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4.3. Traffic Statistics

Click menu Statistics > Traffic, then select a computer or a group or entire network, and SurveilStar will analysis

all recorded network traffic and generate a stastistics immediately. There are four buttons on the upper right

corner of data display area.

IT manager can select traffic statistics modes. Currently there are six modes available. They
are By IP, By Port, By IP Classes, By Port Classes, By Computer/IP Classes and By
Computer/Port Classes.

Select network direction, sent or received.

Expand sub classes or computers in a group.

View all networking traffic, or check top 10 or 20 traffic items.

There are six website statistics modes:

Traffic Statistics by IP

Traffic Statistics by IP will list traffic sum, total TCP traffic and total UDP traffic of each IP.
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Traffic Statistics

IP Addrass Al Total) TCP( Total) UDP( Total)
41921681599 570G 570G 0B
=4-192.168.18.164 550G 550G 0B
=1-197.168.18.254 331G 310G 0B
=4-223.255.176.204 5207 M 527 M 0B
=4-130.158.6,86 4838 M 4838 M 0B
=4-119.147.178.15 3896 M 3896 M 0B
=#4-130.158.6.83 2705 M 2705 M 0B
=4-130.158.6.87 2678 M 26789 M 0B
=4-70.34.209,70 1795 M 1795 M 0B
=4-183.60.196.145 1784 M 1784 M 0B
=4-70.34.209.56 166.8 M 166.8 M 0B
412222599249 1572 M 1572 M 0B
=1-83.169.50.180 1340 M 1240 M 0B
=4-192.168.68.254 1236 M 98T M 249 M
411310747121 100.0 M 100.0 M 0B

Traffic Statistics by Port

Using this mode, networking traffic of both TCP and UDP will be listed in descending order. If you find
abnormal networking traffic from some certain ports, you can block or limit the ports.

Traffic Statistics

Protocal AllTotal} % Intranet(To... Internet(To...
2L TCP:445 143G 143G 0B
A-TCP:E0 500G 319.0 M 470G
-TCP:443 150G 0B 150G
4 UDP:1863 3187 M 0B 38T M
4= TCP:B087 1572 M 0B 157.2 M
=4 TCP:E080 1338 M 0B 1339 M
H-TCP139 1053 M 1053 M 0B
- TCP:0237 1029 M 1028 M 0B
L TCP:22 87.4 M 0B 874 M
A UDP:11845 807 M 0B 80.7 M
== UDP:37798 782 M 0B 182 M
=4 UDP:S000 19 M 0B 718 M
=L TCP:30411 375 M 0B 375 M
=4 UDP:11850 36.5 M 0B B5SM
=4 UDP:28343 358 M 0B 358 M

Traffic Statistics by IP Classes

You can sort different IP classes into different Network Address Classes. Click menu "Classes Managements >
Network Address" to sort your IP addresses. By default, SurveilStar sort IP address from 192.168.0.1 to
192.168.255.254 as Intranet and other IP addresses as Internet.

Below is an example of Intranet network traffic and Internet network traffic.
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Traffic Statistics

IP Address Al Total} &~ TCP(Totzl) UDP(Total}
=All 256G 280G 380G
=Intranet 148G 145G 248 M
<k Internet 105G 106G 376

Traffic Statistics by Port Classes

You can sort different port classes into different Network Port Classes. Click menu "Classes Managements >
Network Address" to sort the ports. By default, SurveilStar provides ICMP, TCP, UDP, Email, Web, Network
Share and allows you to add customized port classes.

Below is a simple traffic statistics of TCP and UDP port classes.

Traffic Statistics

Protocol AllTotal) = Intranet{To... Internet{To...
L= all 256G 148G 108G
LTCP 218G 148G 70G
L= UDP 3BG 249 M 376G

Traffic Statistics by Computer/IP Classes

Using this mode, IT manager can quickly compare the network traffic among the groups or the computers. If a
group or the whole network is selected, you can click expand button to view the network traffic of each

computer.
Traffic Statistics O O 00
Computer AKTotal) Intranet(To... Intemet(To... =
| &% PFM 696G 576 126 ‘
| 5t Server 58G 586 09K
g AVC 376 156 226 L
oy eBay 316 7023 M 246 Tl
gty Ip 156 557.9 M 206
| 2% Developers 156 1413 M 146 ‘
| & Admin 116 324M B177 M
| 5% Design 586.3 M 1054 M 4809 M
| g Charinels 1916 M 15M 1901 M
o Mar 1385 M 43AM. a4am A
Pie Chart a x
B Prv
B Server
B Ac
O eBay
.
B Developen
o B Admin

Traffic Statistics by Computer/Port Classes
Using this mode, IT manager can quickly find out which computer or group uses most traffic via certain ports
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including TCP and UDP. If a group or the whole network is selected, you can click expand button to view more
details.

Traffic Statistics S DO
Computer AN Totzl) & TCP{Total) UDP( Total) L
i PFM 69 G 639G 151 M
oy Server 586G SEG 0B
FAVC 376 346 2636 M A
% eBay 316 136 176 5
2P 215G 126G 136G
it Developers 15G 116G 4287 M
st Admin 11G 11G 63 M
s Design 586.3 M 5834 M 29M
Q-’g Channels 1916 M 1893 M 23M
o Mar 138 5 b 138 4 A 1365 ¥ B
Pia Chart g x
W rem
Il Server
B Ac
[ eBay
W ¢
Al TCP uop B Admin

Note:
Traffic statistics only works for computers, not for users.
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Chapter 5. Logs

5.1. Basic Event Logs

SurveilStar Employee Monitoring Software can record all kinds of basic events happened on the computers. The
recordable event types include Logon, Logoff, startup, Shutdown, Restart, Hang up and Dial up.
Operations(Event types), Time, Computer, Group, User will be recorded, and description regarding the operation
will be also displayed.

Select a computer or a group at first, then specify your search condition including time and range, basic event
types and description.

Time can be All day, Custom, Rest, Weekend and Working Time. If you choose to custom time, a time matrix
dialog will pop up and you can select desired time. Working Time can be changed by menu Classes
Management > Time Types depending on your need.

Below is an basic event log example of Kevin's computer.

__Basic Event|| Application | Web | Document | Shared File | Printng | Asset Change | Policy | System

|
|
L

Basic Event Logs

Operation ... Time Computer Group User Description

¥ Shutdown 2012-01-04 18:09:11 Kevin Admin

€ Logoff 2012-01-04 15:08:11 Kevin Admin Kevin A user has logged off. Username: Kevin
@Hang up 2012-01-04 16:23:17 Kevin Admin . Vpnl23 (VPN) hang up
@ Dialup 2012-01-04 16:14:24 Kevin Admin —+ Vpnl23 (VPN) dial-up
@Hang up  2012-01-04 16:14:09 Kevin Admin - Vpnl23 (VPN) hang up
.@ Dialup 2012-01-04 16:11:44 Kevin Admin --- Vpnl23 (VPN) dial-up

€ Logon 2012-01-04 09:05:28 Kevin Admin Kevin A user has logged on, Username: Kevin
r} Startup 2012-01-04 09:03:29 Kevin Admin -

3? Shutdown 2011-12-31 18:01:05 Kevin Admin -

€ Logoff 2011-12-31 18:01:05 Kevin Admin Kevin A user has logged off. Username: Kevin
€ Logon 2011-12-31 09:10:51 Kewvin Admin Kevin A user has logged on. Username: Kevin
' Startup 2011-12-31 09:07:47 Kevin Admin -

) Shutdown 2011-12-30 18:19:12 Kevin Admin ===

€ Logoff 2011-12-30 18:159:12 Kevin Admin Kevin A user has logged off. Username: Kevin
€ Logon 2011-12-30 08:58:00 Kevin Admin Kevin A user has logged on. Username: Kevin
Y Startup  2011-12-2018:54:38 Kevin Admin

-} Shutdown 2011-12-2018:52:52 Kevin Adrmin =

€ Logoff 2011-12-2918:52:52 Kevin Admin Kevin A user has logged off. Username: Kevin
€ Logon 2011-12-29 09:01:08 Kevin Admin Kevin A user has logged on. Username: Kevin
W Startup  2011-12-29 09:00:00 Kevin Admin

5.2. Application Logs

Select a computer or a group at first, then specify your search conditions including time and range, application
path or title and applicaiton name.

Path/Title: Search application logs using application path or title.
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Application: Click ... button to import application list, add application process name or specify application
classes. There are four buttons in the dialog which are Import, Add, Application Classes List and Delete.

-

Setting i M‘

E.l':'.pplimﬁcuns ) B_ . TEI- }(

<All=

[ ok || cancel

Import

Add

Application Classes List

Import an file that includes the application names you want to search. For
example, if you want to find the logs of browser applications of Internet Explorer,
you can create a text file, type the process name like: iexplore.exe

Please add application process name like opera.exe, photoshop.exe. Wild-card(*)
can be used, such as *shop.exe.

You need to sort your applications into classes by menu "Classes Management >
Applications" at first. Once applications Classes are created, you can select an
application from selected class or select a class directly. Below is an example of
selecting a class.

Delete

Delete selected application name or application class.

After specifying your search conditions, click Search button to view the result.
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Basic Event | [Application || Web | Document | Shared File | Printing | Asset Change | Policy | System

Application Logs

Operation Type Time Computer Group Lisar Application Path/Title
A Seop 2012-01-1011:3%:51 Amanda PFRA Amanda AuraDVDComviPro.... E\Program Files\Aurad YoulAura ...
O3 Start 2012-01-10 11:07:33 Amanda PFM Amanda AuraDVDConvPro....  E\Program Files\Aursd YoulAura ..,
HAiswep 2012-01-10 10:56:11 Jenmy PFM RIS pfmpro.exe FiJennyZeng\product-softwarel...
| B3 5u0p 2012-01-10 10:56:00 Jenny PFRA RIS PEMPRL).exe FhlennyZeng'\product-softwarel...
CFstant 2012-01-10 10:53:06 Nancy PFM Administrator VideoConvPro.exe E-\ProgrammsiAnvsoftvany Vide...
| T Start 2012-01-10 10:51:00 Mancy PEM Administrator any-video-convert... C/\Documents and SettingsiAdmi...
T4 Seop 2012-01-10 10:5047 Mancy PFM Administrator VideoConverter.exe  E\ProgrammsiAnvsoftulny Vide...
Forant 2012-01-10 10:530:07 Mancy PFR Administrator VideoConverter.exe  E\ProgrammsilinvseftuAny Vide...
T4 5t0p 2012-01-10 10:4%:55 Mancy PFRA Administrator DVDConviPro,exe E:\ProgrammsiAmvsaltAny DVD ..
| 5top 2012-01-1010:34:39 Juliette PFKA Juliette VideoConvPro.exe E\Any Yideo Converter Professio..
Fstant 2012-01-10 10:34:31 Juliette PFM juliette VideoConvPro.ee E:\Any Video Converter Professio...
T4 5top 2012-01-1010:13:04 Juligtre PFM juliette VideoConvPro.exe  E\Any Video Converter Professio...
T start 2012-01-1010:11:58 Mancy PR Administrator DVDConvPro.exe Ex\Programms\ Amvsoftlmy DVD ..
T Start 2012-01-10 10:08:14 Jenny PFRA IRIS pfmpro.exe FJennyZeng\product-software\...
Cdstop 2012-01-1010:03:41 Amanda PFRA Amanda AuraManager.exe Es\Program Files'uurad You'Aura ...
Qﬁtﬂp 2012-01-10 10:03:26 Jenny PFM IRIS pfmpro.exe FilennyZeng'\product-softwaret...
T stant 2012-01-10 10:00:39 Jenmy PFRA TRIS pimpro.sxe FJennyZeng\product-softwarel...
| R seant 2012-01-10 05:59:48 Amanda PFRA Amanda AuraManager.exe E:\Program Files\AurasdYoulhura ...
T seart 2012-01-10 057:43 Juliette PR Juliette VideaConvPro.exe E\Any Video Converter Professio...
Fsant 2012-01-10 09:49:20 Jenny PFM RIS PFMPeU.exe Fi\lennyZeng\product-softwarel..

Right-click on an application log and you can view property. And click Previous or Next button to view
previous or next log.

(ropey 0 N e e
| f— = ;
Application

Time 2012-01-10 11:07:33

Computer  Amanda

User Amanda
Application  AuraDVDConvPro exe

Type Start

Path

E:"Program Fles"Auradou*Aura DVD Ripper Professional
“Aura DVDConvPro exe

Window Title

5.3. Website Logs

SurveilStar Employee Monitoring Software can record all visited websites and detailed information including
Visit Time, Computer, Group, User, Caption(HTML Tile) and URL. Even if the users delete website browsing
history on their computers, the visited websites will still be recorded.
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SurveilStar supports monitoring all kinds of web browsers including Internet Explorer(IE), Mozilla Firefox,
Google Chrome, Apple Safari, Opera, Maxthon, Avant Browser, K-Meleon, AOL Desktop, Sleipnir and many
other browsers.

Website Visit Monitoring function can easily help you to find whether your employees spend time on unrelated
websites such as online videos, online games, porn websites, shopping websites, etc.

Select a computer or a group at first, then specify your search conditions including time and range, URL or

windows title.

Windows Title: Enter your desired word or phrase to search website title. Any visited websites that include the
word or phrase will be listed. Please note that wild-card(¥*) is not accepted here.

URL: Click ... button to import website list, add website address or specify website classes. You will see a
setting dialog like this.

& b

Vebsite B X

<All=

ok | | cancel |

—— =

-

There are four buttons in the dialog which are Import, Add, Website Class List and Delete.

Import Import an file that includes the website list you want to search. For example, if
you want to check whether anyone has visited surveilstar.com, you can create a
text file, type the website URLs like surveilstar.com.

Add Please add a website URL. Incomplete URL is also accepted. Wild-card(*) can be
also used such as *soft.com and *.net.
Website Class List You need to sort all kinds of websites into classes by menu "Classes

Management > Websites" at first. Once Website Classes are created, you can
select an website URL from selected website class or select a class directly.
Below is an example of selecting a website class.

Delete Delete selected website URL or website class.

After specifying your search conditions, click Search button to view the result.
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Web Logs

Tima Cornputer Group Lisar Caption URL

EIM]I—EI.-M 14:24:587 Kewin Admin Kewin =T1r\'y5|‘.rﬁ Total Videa fnlrwl:tl:r._ Total V.. www.ellectmatnxcom/findechim

] 2012-01-06 14:22:35 Kevan Adrmin Kevan PowetPoint convert software - EM, Pew... wwweffectmatncom/PowerPaint-Video-Convertes/in...
{Im 1-06 14-2203 Kean Admin Kevin :TqrrySu‘H Total 'I'HII:D(DI‘I‘I.’H"¢[I_ Total V... wewelfectmatna.comfindechim

] 200 2-01-06 14:2141 Kewin Admin Kewn Free PowerPoint to AV] - Free PowerPoi..  www.ellectmatrix.com/PowerPaint-Videa-Convertes/Fr...
&) 2012-01-06 14:20:02 Kevin Admin Kevin ppt to video converter - Google Search-...  hitpe/fwww.google.com/=sclients poy-abihiz endinew...
&) 2012-01-06 14:19:08 Kevn Adrrin Kean PawerPoint ta Vides Converter, Free do.  wowwenlisoft.com/ppt-software himl

2] 2012-01-06 14:18:46 Kevin Admin Eean Xiliseft Video Converter, DVD Ripper, iPa..  wwealiseft.com

) 2012-01-06 14:17:28 Kevin Admin Kewan PawerPaint ta Vides, convet PowerPal.,  wwidvd-ppt-slideshow.com/ ppt-ta-vides)

2] 2012-01-06 184747 Kevin Adnin Eean ppt to video converter - Google Search-..  hitpss/www.goeglecom/=schient= pay-ablhl= enfinew...
&) 2012-91-06 14:15:30 Kevan Sbmnin Esan ppt to video converter - Google Search-...  hitps:/iwww.google.com/Sschient= psy-ablchl= eninew..,
&) 201201 -06 14:14:44 Kevin Admin Kevan PPT to DVD Canverter Convert PowedP..,  wawewondershare.com/pra/pptlehvd-pro.hitml

&) 200201 -06 14:03:27 Kevin Adrrin Eevin dVideosaft Vides Corverter Tools, Best ., wawdvideasaft.eom

&) 2012-01-06 11:54:32 Kevin Bderin Kevin Deawnload Vides Teals, OVD Tasls, Paw.  wwseleawasaft.com

] 2012-00-06 11:5244 Kevin Adin Eevan Freesrnith Freeware - Frea video corvert..  wwwefreesmith.com

&) 2012-01-06 11:18:32 Kevin Admin Kevin Cucusoft Video Converter, DVD te iped.i.  wwwgoogle.com

] 201200 -06 11:18:27 Kevin Addrrin Kevin Cucusoft Vides Converter, DVD e ipad, L. wwaseueusoft.eam

ﬂzmz—m-m 110811 Kevin Adrin Kevin Cucusoft Vides Converter, DVD to iped.i..  wwawcucuseft.eam

)] 2012-91-06 10:44:40 Kevin Adanin Eeman VS0 Software: Video Converter and Bur..  woswveo-softwarnefr

2] 2012-01-06 10:41:12 Eevin Aemnin Eean Google Trends for Websites: wivw.amy-v..  Wends.googlecom/websitesIg=waww.any-video-conver..
&) 2012-01-06 10:232 Kevin Adnin Kevin Google Trends for Websites wwwany-v..  trends.googlecom/websiteslg=www.any-video-conver..

Right-click on any website, and you can choose to print, open URL and view property. In the property dialog,
you can view Time, Computer, User, Website, Browser, URL and Window Title as well as go to previous or

next log directly.

20120106 11:52:.44
Kevin

Kevin
www freesmith.com

firefon exe

www freesmith.com

Window Title

Freesmith Freeware - Free video converer, video player
freeware for windows - Mozilla Firsfox

J | Cancel || He

5.4. Document Logs

Document usage tracking is important to a company, it helps IT manager to know all the document usage logs.
Once any confidential documents are leaked out, IT manager can track the leakage source easily using
SurveilStar's document logs.
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SurveilStar has powerful document usage recording functions and can record all operations on documents

including Microsoft Office Documents like Word (*.doc, *.docx), Excel (*.xls, *.xlsx) and Powerpoint (*.ppt,
* pptx), Images like JPG, BMP, PNG, GIF, etc, Text(*.txt), PDF(*.pdf), HTML files(*.htm, *.html, *.php, etc.),
Ebooks(*.epub, *.chm) and any other kinds of document files. Meanwhile, SurveilStar will record all kinds of

operation types including Create, Copy, Move and more.

Select a computer or a group at first, then specify your search conditions including time and range, operation

type, drive, source file, path, size, application, etc.

Operation Type SurveilStar's document logs function supports all kinds of operation types including
Create, Copy, Move, Rename, Restore, Delete, Access, Modify, Upload, Download
and Burn.

Drive The type of the drive where the operated documents locate in. Supported drive types

Source File

include Fixed Drive, Floppy, BD-ROM/DVD-ROM/CD-ROM, Removable Drive
and Network Drive.
File name of operated document. File extension could be included as well.

Path The datailed location of the operated document. When Operation Type is Copy, Move
or Rename, SurveilStar will record original path and target path.

Size Specify file size to search the operated documents.

Application Search operated documents with specific application which is used to open the
documents. Click ... button to open the setting dialog. The settings are same as what is
explained in previous chapter of Application Logs.

has backup When using document policy or IM file policy, we can enable backing up the

operated documents or sent/received files via instant messgeners. Once this option is
checked, only files which have backup copy will be displayed. And you can save the
backup documents and check the details of the documents. Document policy and IM
file policy will be discussed in later chapters. The following pictures indicate that the
deleted, modified and uploaded documents have been backed up.

31 Delete [ Medify Sjj Upload

After specifying your search conditions, click Search button to view the result.

Document Operation Logs

Troe Tima
] hcoess MLT-0-11 035318
] Access MT-0-11 0F5RAE
<] Access 2002-01-11 B531E
=] Acoess 200120 -11 095318
W] Wiy 2012-01-11 095305
] Moy 2012-01-11 0204
) Mty 200241111 0GE303
) My 2012-01-11 095302
] Mt 2007-01-11 09525
W Meddy 2007401-11 SHEIZ5E
) Access 03-08-11 0R525E
] Access MT-DL-10 05
] Downloss 2013-01-11 05245
o] Moy 012-401-11 OS24
] Downlosd 202-01-11 05228
W Moy 2012-00-11 095228
#] Acoess 200201 -11 OER1S
W Moy 20130111 05218
o Areess 20240111 4218
] Devwnioss 200120111 SH3213

15
COMp TR Group e Soutce fis Fils Sga Pach [ AnphITon Captin

Agnies (13 Arveckt-ip el il BE KB  o\program flesreslresipliyerinpwed..  Fooed RealPlay.exe

Agnes P Arvvoft-jp ResiPiay exe ABE KB oprogram flesrealhseaipleyer Real Faed RealPly. eve

Agnes w Anvsodt-jp a2 dil 66 KB o\program flesiealscalplayeripeed..  Fied Reaiflay exe

Sgnes » Smercdt-jp RealPlay exe UBE KE oprogram flesiseahsesipleyer\Real Faed RealPlay.ese

Li'Seng Desrgn song LELEZE e 14 KB ChlkentsongiSppDace’Roamingih.  Faed iTunes.exe

Amanda PEM Arranda Lot XEE ClleerdiAmandaifpplsia’Azaming..  Faed Tined e e Mhagiils Firelex
Jenny PEMY RIS Sa5904AT] ded. 2568 O\Lhen\ IS ARpDats Rosming\ Meci . Faed L e Qe ~ Tacke
Keafi Adlerien Kaors LA e OB 19 K2 COhen Kean\AppDasts Rosmng Wi Foakd fiisfea_ ik Dotumint Legs, O
Amaads PEM Arranda PDM prinl docs 193 KB Lt ande’ Dkt e’ FOM ema Fased WINWORDEXE POK drninl Ao
fenmy BiRA i1 Locsl Siee FEE  CAlhen IRITAppDatsilocal Googlel .. Foed chupmae ueueiiore - Tke,
Jack Tharg  Dwvelopers  Thang soltary ju NKE  E\Cellection' UFgameis Frordd notepsds = e

Kevin Asdmin Kevin dos-hackug- FEE VILDELLB IS et ou v Frtwaorh Dreamwesinnme Adobe Dresraen
Mes Guaging  Developers.  ANVSOFT urthisega ol SKE  etp /i 192.166.18.191-2862 'upnphost! Mertwork opee e ChecitGmai - Ope
Agnes I Arvoitjp  SbE0LeRbEES KB CAUers Amvcht-jpt AppDets Rosmi. Fived fief 7. v Buy Ay Bhu-ray Co
Daisy Lina eBay Adrrenistre..,  eBaliardn 13KE  Witpc//payments by comwsleBaylS.  Metwork cheome.ese eltey Duder Details
benny P RIS Preferences 4K ChUsen IR AppDataiLoceh Google' . Fioed chrome.ese 2120002000833
Kenin fgenin Leon doc-backup-d.. IEE VUSELEE 1B 35 wwwunveilitar.co.. Meetwork Dreamwerveree Adobe Drearrwen
fenny M S B eI B, M S CoUkern RIS AppData Aoaming\Micr.  Fined firef oa e Bk Wiar W e
Agnes ] Anvaettgp  RealPlayese 485 KB chprogeam Medeeal sealpleyer\Resl . Faed RealPley eoe

Disigy Laa ey Admesiatin . ey TSARL M 22KE mp b bulioebey cominnebaylS . Pertwatk CRniTE g by By Mistage

Right-click on a document log and click Property to view detailed information of this document operation. Time,

Computer, User, Operation Type, File Name, File Type, Size, Drive, Path, Application and Window Title. If the

file has been backed up, you will find a Copy button and you can click it to save the attachment.
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= o 2 Bl
ER
File Operations
Time 201240111 09:46:37
Computer Amanda
+
User Amanda
Opergtion Type  Modify
File Mame PDM email docx I Copy ]
File Type File 4] PDM email.docx (185.0KB)
Size 13Ei‘i";-'l Save Attachements... |
Drive Foced
Fath
C:\U;:ers;\;b;lﬁanc-la-l-‘-.bes-ktop-\;FD.I'u1 email .doﬁx "
Applicanoryand Wiridaw THls:
WINWORD.EXE A
"PDM email docx - Microsoft Word"
[ ok |[ Concel |[ Heb |

When operation type is Copy, Move or Rename, both original path and target path will be displayed.

Path
Eworkspace \pdfconvert\EF UBCode Debug Convert dll -

E\TestConvert'\Testing 1 Debug Convert dll

5.5. Shared File Logs

Select a computer or a group at first, then specify search conditions including time and range, operation type,
source file, path and remote IP/name.

Operation Type Supported shared files operation types are Create, Rename, Delete and Modify.
Source File File name of shared files operated by the remote computers. File extension could be
included as well.
Path The detailed location of shared files operated by remote computers.
Remote IP/Name Type in remote IP address or remote computer name to search when the computer has

operated on any shared files.
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Shared File Logs

Type

] Modify
L] Create
] Meddify
] Create
3 Mudity
_] Create
2] Delete
) Modify
] Create
3] Medity
J Create
=] Dedete
] Medify
_1Crul=

Tumé

20020009 155704
20020109 15:5704
20020109 15:57403
20020109 15:57403
0200 Db 22400
200200 <06 09: 2340
2011-12-31 11:58:10
IOHE-12.31 112742
2001-12-31 11:27:42
H1-12-31 1122408
2011-12-31 11:2208
A011-12-31 11:2105
2011231 120625
2011-12-31 11:20:25

Commputes Graug
SERVER Server
SERVER Server
SERVER Server
SERVER Servet
SERVER Server
SERVER Server
SERVER Servet
SERVER Server
SERVER Server
SERVER Server
SERVER Serves
SERVER Server
SERVER Serder
SERVER Server

Re&mate Host

192,168 18 473 (KEVIN-PC)
19216818378 (KEVIN-PC)
192168 18173 (KEVIN-PC)
192,163 18478 (KEVIN-PC)
192168 18278 (KEVIN-PC)
192.168 18 178 (KEWIN-PC)
192163 18178 (KEVIN-PC)
192,168 18 478 (KEVIN-PC)
192163 18 178 (KEWIN-PC)
1921568 18178 (KEVIN-PC)
192 163 18078 [KEVIN-PC)
192163 18 178 (KEVIN-PC)
192168 158278 (KEVIN-PC)
192163 181478 [KEVIN-PL)

Source fie

Thumbs.db

Thumbsdb

Eusiness Rivals.pat
Business Rrvals.ppt
setup_a_loee cnete
setup_s_free_cnet.ese
=fnceilstar upgrade.docs
=$ayeilstar upgrade.docx
~Snveilstar upgrade.docx
Svillpgraded.23.2916.20.5p
SusUpgraded 23,2916 20 5ip
=Sy¥ideoConverter-1.docx
=3VideoConvener-1.doc
=§yVideoCanverter-1.doo

Path

WWIG2 168 15 99 TEMIP Thismibs.dlb
VSL168.18.50 TEMM Thismbedb

WIS2168 189 TEMM Business Fivals.ppt
WWEGZIBE. 18000 TEMIM Business Rivals.ppt
VISLIGA 1M UPLOA M setup_av_free_crel. ene
WIS 1B 1B 00\ UPLOAD setup_av_free_cnet.exe
WI92.168.18.990 TEMM.~ Sroerlitar upgrade. docx
WS 168 18.95% TEMI ~ Sroesiviar upgrade. decx
TES2168.15.00\ TEMP, ~Sreesistar upgrade.doox
WISL168.10.990 TEMIM Svslpgradel 132916 20.5ip
WWIS2 168 18 954 TEMP Swslpgraded 23 291 6,20 zip
VIS2168.16.09 TEMIM - SyVideoC onverter-1.doo
WISZL S 1B TEMPM ~SyVideoC onvarte -1 doo
WISZ158 1800 TEMIP', ~ Sy VideoConverter-Ldoc

Right-click on any shared files log and click Property to view detailed information of operation on this shared file.

orery | S

Shared File Logs

Time
Computer
Operation Type
File Mame

File Type
Remate [P
Remote Name
Path

p011-12-28 15:49:48

SERVER
Create

agent .exe

File
192.168.18.178
KEVIN-PC

“W192.165.18. 91 TEMP agent exe

5.6. Printing Logs

Select a computer or a group at first, then specify your search conditions including time and range, printer type,

printer name, connected PC, task, pages, application and has backup.

Printer Type Supported printer types include local printer, shared printer, network printer and
virtual printer such as Adobe PDF Converter.

Printer Enter name of the printer to search. Wild-card(*) is not accepted.

Connected PC It refers to the PC where the printer is connected. If it's a local printer, then PC itself
is the connected PC. If it's a shared printer, then the remote computer with printer
shared is the connected PC, ususally you can enter IP address.

Task Enter file name of the printed documents to search. Wild-card(*) is accepted.
Pages Specify printing page to search. You can check if there is any printing abuse.
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Application

Specify printing application to search. Many applications allow users to print and here
you can search the printing logs from your specific applications. Click ... button to

open the setting dialog. The settings are same as what is explained in former chapter

of Application Logs.

Has Backup

In printing policy, you can enable recording printed contents. Once printing recording
is enabled, there will a backup copy for any printed documents. In printing logs, the
printed files which has a backup copy will be displayed sightly different. Below is an
example of files printed by a virtual printer.
0 Virtual Printer

After specifying your search conditions, click Search button to view the result.

Printing Logs

Printer Type

< Virtuad Printer
._.I_'I Shared Printer
= Virtual Printes
42 Sharsd Printer
,,_'_I Shared Printer

Tme

120111 134127
2012-01-11 13:3254
120111 13:2945
012-01-11 11:3781
002-01-11 113147

Computer
Eean
Kenn
Kein
Kean
Eevin

Group

dermin
Admin
Adrmin
Adrmin
Admin

User

Kevin
Kean
Emdn
Kevin
Kman

Printing Task

Video Corverter, DVD Rip..
Microseft Ward - Anvigft ...
152,168 1824 wawwhsur..,
Test Page

Test Page

Prnter Hame

Adobe POF
WG2168.18 113\ Brother...
Adobe PDF
1118218818 113 Brether..,
V19216818 994 0K] S200F

Capban

Video Converter, ...
Anvioft Contact_
Adobe Dreamwe..,

Add Printer
Add Printer

Applcation
firefo, exe
WINWORD.EXE
Dreamweaver.exe
explorerene
explorer.ce

Right-click on a printing log and click Property to view detailed information including Time, Computer, User,
Printer, Connected PC, Task, Paper Size, Orientation, Pages, Recorded Pages, Application and Window Title.

Below is an example of printing Any Video Converter homapage to PDF with Adobe PDF Converter's virtual

printer.
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[ Property w-\
Printing .

Time 2012-01-11 13:41.27 +

Computer Kewvin :
+ |

User Kewvin

Printer Adobe POF MMitual Printer)

Connected PC KEVIN-PC

Task Video Con View Printed File
Faper Size Letter . Save Printed File
Orientation Portrait :

Pages 2

Recorded Pages 2
Application and Window Title

firefon exe -
"Video Converter, DVD Ripper - Any Video converter - The F |
versatie video converter foriPod, iPhone, PSP, Zune, cell =

OK || Cancel || Hep

Note:

Printing task has a backup copy. You can click copy button to view printed file or save printed file.
View Printed File: Click View Printed File to open printing viewer. You can zoom in or zoom out, view slide
one by one, and save the picture in the viewer as JPG file.
Save Printed File: The printed files are saved as JPG files. Every page will be saved as a JPG picture. So there
will be multiple JPG pictures when there are multiple pages in the printed task.

5.7. Asset Change Logs

In a company, there may be some software changes and hardware changes. Some changes do not matter, but
some changes may bring critical problems. Thus software management and hardware management are very
important. It also helps IT manager to better administer company assets including software and hardware.

SurveilStar can record all installed software, software change as well as all existed hardware and hardware
change. Asset change logs help IT manager to easily find out any abnormal software change and hardware
change in earlier time and take actions to prevent any potential harm. Recorded asset change information
include Operation Type, Time, Computer, Group, Type and Description.

Select a computer or a group at first, then specify your search conditions including assest type, operation type
and description.

Type ~ Select hardware change or software change or both of them.
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Operation Type Supported operation types are Add, Delete and Change. Software upgrade or
downgrade will be displayed as Change.
Description Enter software name or hardware name to search.

Enter file name of the printed documents to search. Wild-card(*) is accepted.

After specifying your search conditions, click Search button to view the result.

Asset Change Logs

Operation Type
thadd
L5 Delete
[Ehadd
Lhadd
fthAdd

5% Delete
(L5 Change
fithAdd

(5 Delete
=¥ Add
ihAdd

= Delete
= Add
Lhadd

= Delete
2 Delete
=¥ Change
= Add

¥ Change
= Delete

Time Comguter
2012-01-11 14:42:12 Kevin
2012-01-11 14:43:58 Kevin
2012-01-11 14:43:58 Kevin
2012-01-11 11:51:22 Kevin
2012-01-11 11:51:20 Kevin
2012-01-09 14:32:42 Kevin
2012-01-09 14:27:22 Kevin
2012010814271 Kevin
2012-01-08 14:27:19 Kevin
2012-01-05 13:28.47 Kevin
20120108 12:56:38 Kevin
2012-01-09 09:24:10 Kevin
2012-01-09 09:11:36 Kevin
2002-01-04 16:10:49 Kevin
2012-01-04 09:16:36 Kevin
2012-01-04 09:16:26 Kevin
2011-12-31 133713 Kevin
2011-12-39 19:07:52 Kevin
2011-12-2919:07:47 Kevin
2011-12-2911:44:46 Kevin

Group

Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin

Type

Software Changes
Software Changes
Software Changes
Software Changes
Software Changes
Hardware Changes
Software Changes
Software Changes
Software Changes
Hardware Changes
Software Changes
Hardware Changes
Hardware Changes
Software Changes
Hardware Changes
Hardware Changes
Hardware Changes
Hardware Changes
Hardware Changes
Hardware Changes

Description

Security Update for Microsoft MET Framew...
Update for Outlook 2007 Junk Email Filter (...
Update for Microsoft Office 2007 suites (KB...
WinPcap 4.1.2

VS0 Dewnloader 2023

Disk 22, Partition =0

FileZilla Client 3.5.3

FileZilla Client 3.5.3

FileZilla Client 3.5.2

Disk =2, Partition =0

Microsoft Applocale

Disk #2, Partition =0

Disk #2, Partition 0

VPN

Generic STORAGE DEVICE USE Device (0GB,...
P: (0.0GE)

K: (NTF5, 32.2GEB)

Disk #0, Partition #0 | Dick =0, Partition #1 ] ..
C (NTFS, 101.2GB) | D (NTFS, 95.3GB) | E (M...
Disk #0, Partition &0 | Disk #0, Partition #1 | ...

Right-click on an asset change log and click Property to view the detailed information of the selected log.

oy
Time 20120108 14:27.22
Computer Kevin
Log Type Software Changes
Operation Type Change
Description
FilzZilla Client 3.5.3]

Lok J
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5.8. Policy Logs

Working discipline is very important to any companies. However, not everyone in the workplace will fully obey
working discipline. SurveilStar can create flexible policies to control and monitor employees' PC and web
activities and reduce discipline break maximally. After the policies are applied to the employees' computers, [T
manager can easily find out the employees who try to break the policy rules and his intention.

SurveilStar can record Alert Level, Time, Computer, Group, User, Policy Type and description.

Select a computer or a group, then specify search conditions including lowest level, policy type and content.

Lowest Level

Policy Type

Content

Alert level can be Low, Important and Critical. Choose the lowest level that you want
to record. If Low Level is chosen, then any alert will be recorded, and if Important is
chosen, only Important and Critical alert will be recorded.

Select policy type to search. All SurveilStar supported policy types are listed. As to

the detailed information of each policy, you may need to refer to policy chapters
respectively that will be discussed later.

Search operation behaviors on agent computers and the policy types he tries to break.

After specifying your search conditions, click Search button to view the result.

Policy Logs

Alert Level Time

M Low 2012-01-1211:37:45
B Low 2012-01-1211:37:15
A Low 2012-01-12 11:35:20
I\ Low 2012-01-1211:33.25
A Low 2012-01-1211:32:53

Computer
Kevin
Kewin
Kevin
Kevin

Kewin

Group

Admin
Admin
Admin
Admin
Admin

User Palicy

Kevin Application Policy
Kewvin Application Policy
Kevin ‘Web Policy

Kevin Web Palicy

Kewin Web Policy

Right-click on a policy log and click Property to view the detailed information.

Description

Action:Block, Alert, Warning Applicatio...
Action:Bleck Alert Warning Applicatio...
Action:Block, Alert, Warning URL:anwvso..
Action:Block, Alert, Warning URL:anvso..
Action:Block Alert, Warning URL:anvso...

rProperty __1 ﬁw
Alert |
Time 2012-01-12 11:32:53 E
Computer Kevin 3
User Kevin
Alert Level  Low
Folicy Type Web Policy
Content
Action:Block Alert, Waming -
URL:anvsoft cam {1D=0)

m | ok || Cancel || Hep
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In the example above, we can find out that the website anvsoft.com is blocked and the user Kevin tried to visit
this website. Both alert and warning are enabled, alert will pop on SurveilStar Console while warning message
will be sent to the user Kevin when he tried to open the blocked website anvsoft.com.

5.9. System Event Logs

Surveilstar Employee Monitoring Software itself is a integrated software system and has various events.
SurveilStar system event log function is used to record all Surveilstar system events including server startup,
server shutdown, agent IP conflict, serial number identification failure, invalid connection and communication
error between server and agent computers.

SurveilStar System Event Logs help IT manager to maintain and keep SurveilStar system's health and provide
hints for solving problems.

Select a computer or a group at first, then specify your search conditions including time and range, event
content, etc. SurveilStar System Event Logs works for the whole network and selecting a computer or a user is
meaningless.

Content You can search system event words such as shutdown, startup, conflict,
identificaiton, etc. or simply leave it blank.

System Event Logs

Time Description

ET._F)EDIE -01-12 03:26:52 Server Startup

Tp2012-01-1203:23:21 Server Shutdown

@2011-12-30 14:25:23 Agent 192,168 18167 authentication failure Reason:SN identification failure

%2011-12-30 14:24:58 Agent 192.168.18.167 authentication failure Reascn:SM identification failure
In the example above, the information indicates that on the agent computer 192.168.18.167, the agent installed
on the computer may be created by another server. Then the IT manager can install new agent computer on this
PC to solve the problem.
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Chapter 6. Policies and Advanced Policies

6.1. Gerenal Introduction of Policies

Administrator can limit the use of computer and network resource on agent computer by setting policies to

control staffs’ and childs' computer usage and improve productivity.

Basic policies

Basic Policy

Assgin monitored users operation privileges on Control Panel, Computer
Managements, System, Network, IP/Mac, ActiveX and other operations, protect the
safety of monitored computers.

Device Policy

Define what devices can be used or not.

Application Policy

Define what applications can be used or not.

Website Policy

Define what websites can be visited or not.

Screen Monitoring

Decide whether to record screen snapshot and if enabled, set recording interval.

Logging Policy

Check what logs you need to record. By default, all kinds of logs will be recorded.

Remote Control Policy

Decide whether remote computers can be controlled and if enabled, set remote
controlling method.

Agent Configuration Commonly used agent control functions.
Policy
Alert Policy Set real-time alerts when software change, hardware change or system settings

change happens so that I'T manager can find any changes and take actions quickly.

Advanced policies

Bandwidth Policy

Control bandwidth including upload and download speed of monitored computers.

Network Policy

Control communication between agent computer and any invalid computers, ensure
network safety.

Email Policy

Control email sending and receiving by sender, receiver, address, attatchment, etc. and
prevent email spams.

IM File Policy Control file transfer via instant messengers and back up transferred files.
Upload Control Control the network upload behavior by way of HTTP or FTP, including sending
Policy webmail, uploading images, forum posting and FTP upload, etc.

Document Policy

Define document operation privileges and back up documents if necessary.

Print Policy

Control the usage of various printers.

Watermark Setting
Policy

Add Image/Text watermark to documents printing out.

General properties of the policies

All the policies have some properties in common. Below we will have a brief introduction on these properties.

Name Set the policy name. SurveilStar will automatically add a policy name when a policy is

created. You can customize the name to what you want. We recommend you use a brief

description of the policy as the policy name.
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Time Specify time range that the policy will take effect. You can select time types in the
drop-down list or customize time range by using menu [ Categories > Time Types] .

Actions Select execution mode when all the conditions of the policy are met. Supported modes
include Allow, Block, Ingore and No Action.
Allow: Allow to perform an operation. If the policy mode the operation matches is
Allow, then the operation is allowed and the coming policies won't be judged.

Block: Block a certain operation. If the policy mode the operation matches is Block,
then the operation is blocked and the coming policies won't be judged.

Ingore: The operation won't be allowed nor blocked, but it can trigger events such as
warning or alert. Once the current No Action policy completed, system continues to
search the following related policies.

For example, the first policy is setting all *.doc with Ignore mode and alert; the second
policy is prohibiting copy *.doc files. Whenaccessing the doc files, the first policy
matched (i.e. alert popup) and then the following second policy will also be matched
too, and determine the accessing action is copy or not. If it is copy, action prohibited.

No Action: The operation won't be allowed nor blocked, but it can trigger events such
as warning or alert. Once the current Ignore policy completed, the following policies
will not be executed.

For example, the first policy is setting the mode for USB device as Inaction and the
second policy is prohibiting USB device. When USB device is plugged in, the first
policy matched. Since the modeis Inaction, it will not be blocked but the following
second policy will not be matched.

Enable or disable alert to SurveilStar Console and Server. When a user's operation
matches a certain policy, agent computer will send alert information to SurveilStar
server, and alert will also pop up in SurveilStar console to remind IT manager or
supervisor. Meanwhile, this alert will be also recorded in policy logs.

Alert & Alert

Severity IT manager can use menu [ Tools > Options > Console Settings > Real-time Alert >
Popup alert bubble] to enable or disable alert popup, use menu [Tools > Alert] to
review real-time alerts.
Choose alert severity if <Alert> is enabled. Low, Important and Critical are available.
Enable or disable warning message to show on agent PC. Click -== button and set

Warning & warning message if <Warning> is enabled. When a user's operation matches a certain

Warning Message policy, warning message will pop up on user's computer screen and warn him that he
have done something blocked or deprecated.

Check this option to lock agent PC if the policy matched. Then user can't do anything
Lock Computer on this client computer. IT manager can unlock the PC viamenu [ Control > Unlock ]
on SurveilStar Console.

Expiration Time Set effective period of the policies. Setting earlier time than current time is not allowed.
When the policy has expired, the policy will be displayed in gray. If Always is selected,
the policy won't be expired.

57



| Q Chapter6 Policies and Advanced Policies

Take effect while The agent computer will be treated as offline status when the agent PC can't

offline communicate with the server over 3 minutes due to shutdown, network problem, etc.
Check this option if you want the policy to be effective only when the computers are
offline. Usually selected when agnet user is for business trip or under network failure
conditions.

Buttons used in policies

Create a new policy.

Move up the selected policy.

Move down the selected policy.

Delete the selected policy.

Cancel the newly created policy or cancel policy modification.

Apply the newly created or modified policy

The policy execution action is set to Allow.

The policy execution action is set to Block.

The policy execution action is set to Ignore.

The policy execution action is set to No Action.

<Alert> is enabled.

<Warning> is enabled.

EBlE|E 4]« %X4]0600660

<Lock Computer> is enabled.

<Take effect while offline> is enabled. The policy would only be effective only

a!i:
when the computers are offline.
- <Expiration Time> is enabled. The policy would be expired and invaild on
specified date.
Policy priority

Usually there will be multiple policies applied to a certain computer or a group and there may be policy conflict
problems. Thus there will be a policy priority. Policy adopted mechanism is similar to Firewall, each goal can be
combined from a number of policies and then matched in accordance with their relationships. At the same time,

different computers (group) or users (group) inherit their parents’ policies.

IT manager or supervisor can create user policy, computer policy, group policy and whole network policy. Please
note that: User policy has higher priority than computer policy; self policy has higher priority than group priority;
policy on top has higher priority than the policy below. When a policy found in higher priority, it will be executed
and the policies in lower priority will be ignored.

The priority of the policies from high to low is as below:
User Policy > User Group Policy > Computer Policy > Computer Group Policy > Whole Network Policy

When a policy is inherited from a parent object, it will be displayed in light green background and can't be
modified in child object. If the policy can be customized by entering words, then you can use wild-card(*).

nn

Multiple strings can be entered and you should use half-size "," or ";" to separate. Up to 3 wild-card(*) is
allowed.

Show all policies

Select a computer, a user or a group, Click menu Policies > Show All Policies to see what policies are applied
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to selected object. Click the Expand or Collapse button @ @ to view or hide all policies.

6.2. Basic Policy

In SurveilStar Console, click menu Policies > Basic, click Add button to create a basic policy. Then you will see
Property settings like the picture below.

Froperties o ox
Properties Value |
| Name S_Y_S_manag_emerrt ]
[ Time | All Dz [
Nert 2 = :
.F'-.Iert .Sever'rt'_.' .-High i
e —

[

|
'.Waming. Méssage [
| Take effect while offii... |[7] |
E-Eqﬁimtinﬁ Time :'Héuer.éq:uirm [
|® Control Panel . a |
' i

[

[

|

|

m

(@ Computers Mana... |

Efi‘- S:.'stem ;Tasli: Manager
e B bl
| IP/MACbinding | <Al>

| Change IP/VAC .. |

([ ActiveX | <All>
| E Others | <Al

Basic policy supports: Control Panel, Computers Management, System, Network, IP/MAC
Binding, ActiveX and other controls.

Control Panel

Limit all the functions that are available in control panel. Once this option is

Control Panel checked and policy execution action is set to <Block>, user won't be able to open
control panel and Control Panel will be removed from start menu.

Modify display Restrict users to change the theme, desktop, screensaver and appearance.

properties

Add printers Limit user to add printers.

Delete printers Limit user to delete printer.

. ) Limit multiple users' logon in XP by switching user. This option is effective for
Fast swithing user in XP )
Windows XP system only.
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Computers Management

Device Manager

Restrict user to use Device Manager.

Disk management

Restrict user to use Disk Management such as adding, deleting or resizing disk
volume.

Local users and groups

Limit access to local users and groups settings in Control Panel.

Service management

Restrict user to use Service Managemen.

Other computer

Restrict user to use: Event Viewer, Performance Logs and Alerts and Shared

managements Folders which located in Computers Management.
System
Restrict user to use Task Manager. When this option is checked and policy
Task Manager execution action is set to <Block>, Task Manager on agent computers will be
hidden.
Regedit Restrict user to use Regedit.
CMD Limit access to Command Prompt. In Windows 95, 98 and ME, it's command.exe

and in NT or later systems, it's cmd.exe.

Run applications in the
"Run" of registry

When this option is checked and policy execution action is set to <Block>, the
process under “Run” will not be run
when OS is starting up. Log off or restart is required for effective.

Run applications in the
"RunOnce" of registry

“RunOnce” means that the process only run once when OS is starting up, it will
not be run again in the next startup. When this option is checked and policy
execution action is set to <Block>, the process under “RunOnce” will not be run
nextime the OS is starting up. Log off or restart is required for effective.

Network
Modify network Restrict user to modify the network property.
property
. When this option is checked and policy execution action is set to <Block>, My
Display my network ) ) . .
1 Network Places will be hidden from agent computer. Log off or restart is required
places

for effective.

Modify internet options

Restrict user to modify Internet Options settings.

Default netshare

When this option is checked and policy execution action is set to <Block>,

Netshare is prohibited.

Netshare When this option is checked and policy execution action is set to <Block>, users
can't share local documents.

Add netshare When this option is checked and policy execution action is set to <Block>, users
can't add new netshare for file sharing.

IP/Mac Binding

Prohibit user to change IP/Mac settings. When this option is checked and policy
execution action is set to <Block>, SurveilStar would record current IP/MAC

grlz)%legrfylp/ MAC information. It will be resumed to reserved IP/MAC settings if any modifications

are made.
You need to disable the policy before you are going to change IP/Mac.
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ActiveX

Chat ActiveX Many IM tools will install chat ActiveX. When this option is checked and policy
execution action is set to <Block>, users can't use chat activeX when they are
using IM tools to chat.

Generally playing music or watching videos online may require installing media

Media ActiveX Activex. When this option is checked and policy execution action is set to
<Block>, it would stop user listening or watching online media.

Game ActiveX Some online games may require installing game activeX. When this option is
checked and policy execution action is set to <Block>, users can't play such
internet games any more.

Flash ActiveX This ActiveX is required for playing flash files. When this option is checked and
policy execution action is set to <Block>, flash files cannot be played properly.

Others

PrintScreen keystroke When this option is checked and policy execution action is set to <Block>, users
can't use PrintScreen key to print screen any more.

When this option is checked and policy execution action is set to <Block>, system

System Restore restore won't be allowed. This can prevent users from uninstalling SurveilStar
Agent via system restore.

Windows automatic When this option is checked and policy execution action is set to <Block>,

update Windows automatic updates will be turned off.

Basic Policy Example
This is an example which can help you better understand basic policy.

The requirement is that when the employee is on work in the company, changing his IP/MAC property is not
allowed, but when he is off work or on a business trip, changing his IP/MAC property is allowed. To achieve
this, you can create two basic policies like below.

1. Create a basic policy and set change IP/Mac property to <Block>.
2. Create another basic policy, set change IP/Mac property to <Allow> and check Only offline option.

According to policy priority, the policy 2 is created after policy 1 and will be listed above. Thus policy 2 has
higher priority. When the computer is offline, the status matches the policy 2, IP/Mac property can be changed
and surveilstar won't judge policy 1 any more. When the computer is online, the status doesn't match the policy
2, and SurveilStar continue to judge policy 1, and the status matches policy 1, thus IP/Mac propery can't be
changed.

Note:
Change IP/MAC Property, System Restore and Netshare are only available to computers and inavailable to

users.

6.3. Device Policy

In SurveilStar Console, click menu Policies > Device, click Add button to create a device policy. Then you will
see Property settings like the picture below.
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Froperties o x
| Properties Value |
| Name | Block Wireless -
| Time | All D 1
| Alett Biicd !
_.P-;Ieft .Sever'rty | Low
| Waming I3
'.".'I.n'arhing Mezsage [ You are not allow...

Take effect while offline EI
E_Eq:imtinh Time <Never Expire>
| Storage [ =|
| @ Dl

[ USB Device

[ Metwork Devices

= Others | Wireless network

| Selectall =
Audio eqﬁipments [
Vitual DVD/CDR... |
Wireless network |j

| .-'-‘-.rr_.r new devices r_

Descnptlnn

|

|

|

|

|

|

_ |
# Communication Int... |
|

|

|

|

|

|

|

|

55ID=teclink_11l...

| Communication Interface Device

The device control policies support the followings: Storage, Communication Interface Device, Dial, USB
Device, Network Devices and other devices.

Storage

Limit the usage of floppy. If you want to block Floppy, check this option and set

Fl
oppYy Action to <Block>.

Limit the usage of DVD-ROM, CD-ROM and BD-ROM. If you want to block
CD/DVD/Blu-ray drives, check this option and set Action to <Block>. Then DVD

DVD/CD-ROM drive, CD drive or Blu-ray drive will be invisible. This option doesn't work for
virtual DVD/BD-ROM created by Deamon Tools or similar software. If you want
to block virtual DVD/CD-ROM, refer to Other Devices in this chapter.

Limit the usage of CD burning, DVD burning or Blu-ray burning. Check this

) ) option and set Action to <Block>, and any burning actions will be blocked.
Burning Device . . . .
However, disc reading is allowed. If you want to block disc reading as well, block

DVD/CD-ROM.
Tape Limit tape usage.
Limit the usage of any movable devices including removable disk, memory stick,
Movable Devices IC card, etc. Check this option and set Mode to block if you want to block such
devices.
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Non-system Drives

Limit the usage of any non-system drives. Check this option and set Action to
<Block> if you want to block non-system devices.

Portable Deives
(E.g. Smartphone)

Limit the usage of any portable devices including iPad, iPhone, iPod, PSP,
Walkman, Zune, BlackBerry, Nexus One, Samsung Mobiles, Android mobiles,
Creative Zen, Archos and more. Check this option and set Action to <Block> if
you don't want your employess to use such devices.

Communication Interface Device

COM COM Ports Control.

LPT LTP Ports Control.

USB Controller USB Controller Control.
SCSI Controller SCSI Controller Control.
1394 Controller 1394 Controller Control.
Infrared Infrared device Control.
PCMCIA PCMCIA Card Control.
Bluetooth Bluetooth device Control.
MODEM Modem device Control.

Direct lines

Direct connection control between two computers using USB cable, COM port or
Serial cables.

Dial

Dial-up Connection

Dial-up Connection Control.

USB Device
USB Keyboard USB Keyboard Control.
USB Mouse USB Mouse Control.
USB Modem USB Modem Control.
USB Image Device USB Image Device Control such as Webcam, Digital Camera and Scanner.
USB CDROM USB CDROM Control.
USB Storage USB Storage Control.
USB Hard disk USB Hard disk Control.
USB LAN Adapter USB LAN Adapter Control.
Other USB Devices Control other USB devices not mentioned above.

Network Devices

Wireless LAN Adapter ~ Wireless LAN Adapter control.
PnP Adapter PnP Adapter (USB, PCMCIA) control.
(USB, PCMCIA)
Virtual LAN Adapter Virtual LAN Adapter control.
Others

Audio equipments

Audio, video and game controller control.

Vitual DVD/CD-ROM

Vitual DVD/CD-ROM control.
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Wireless network Wireless network access control. Control access to specified wireless network
specified by device description. You can also leave it blank for more wireless net.
Device description format: SSID = Wireless Network Name|BSSID = Network
Address. SSID and BSSID can set only one or both. Supports wildcards, and
multiple network device description can be separated by ";".
For example: SSID=teclink 11[BSSID=aa-77-dd-00-88; SSID=teclink 10;
BSSID=aa-ee-dd-00-88;

Any new devices Any new devices plug-in. if the Action is set to <Block>, all new devices cannot
be used.

Device Policy Example 1
Some companies’ policies not allow staff listening music or playing online game during office hours. In this
case, System administrator can set a policy to prohibit the use of Audio.

1. Choose computer from the left list and then create a device policy
2. Properties: Time <Working Time>. Action <Block>. Check <Audio equipments> under Others.

Then audio equipments of selected computers would be disabled.

Device Policy Example 2

The requirement is that the company only allow employees to use the company's internal wireless
network and would like to block some other wireless networks. Then you can set the device policy to
prohibit connection to these wireless networks.

1. Choose computer from the left list and then create a device policy.
2. Properties: Action <Block>. Check <Wireless network> under Others.

3. Description: Fill in the wireless network information, such as:
SSID=teclink 11|BSSID=aa-77-dd-00-88; SSID=teclink 10; BSSID=aa-ee-dd-00-88

After setting is successful, the client can not connect to
a) wireless network called teclink 11 while Network Address is aa-77-dd-00-88.
b) wireless network called teclink 10.

¢) wireless network which Network Address is aa-ee-dd-00-88.

6.4. Application Policy

In SurveilStar Console, click menu Policies > Application, click Add button to create an application policy.
Then you will see Property settings like the picture below. In the following example, you can see that all the
applications sorted into Entertainment application class are blocked in all time, alert and warning message are
also set for administrator and users.
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Properties o x
Properties Value

Mame block-videotw

Time Working Time

=
| Alert Ll
| Alert Severty Low

Waming [

Waming Message

Lock Computer [

Take effect while offli... |[7]

Expiration Time <Mever Bxpire:
Application sohutv exe, thunderv ...
Application

Click = button to specify application. There are 3 methods.

rSettan Mw
l«lpnl:c.atiar-:. B o X

suhutv.exe
B thunderva.exe ‘

[ »

= xmp.exe

= sohuva.exe
mdnuua.exe
ﬁlmeveryday.exe
uuh’an.exe
yiqidient.exe
pipiplayer.ene

E ppap.exe -

[ Display hierarchical relationshig oK .
L;lzl— — ——

There are four buttons in the dialog which are Import, Add, Application Classes List and Delete. It's just the

m

-

R

same as the setting dialog that was previously discussed in Application Logs chapter. Please check Application
Logs for more information.
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1.

Direct Input Application Name

In the Application Setting windows, click the button to input the application name directly e.g.

thunderva.exe. If the user changes the application name to thunder123.exe, it makes the policy not
effective anymore because the input only matched with a string. To avoid this problem, use the
following method 2.

Select from Application Categories

In the Application Setting windows, click the button o and the Application Categories Selection

windows popup. Check the application classes you want to control. If the action is <block>, the policyis
still effective even user changes the application name later.

(How to customize the Application categories please check Chapter 10.1 Application Categories.)

Control applications by running path

Click button and add the application path, such as: Block [APPDIR:D:\*.exe], then SurveilStar
will block all apps under Drive D:\.

And [$UDISKS$] stands for U disk, [SCDROMS] stands for CDROM. Such as:
APPDIR:$UDISK$:\*.exe: Control applications on U disk.

APPDIR:$CDROMS:\*.exe: Control applications on CDROM.

Service Control

SurveilStar can also control service running on agent PCs. Simply click button and input the

service name. Input format: service: ServerName;

For example: To disable the service bthserv, then fill in service: bthserv.

Note:

1.

If the application is sorted into an application class, even if the user change the application process
name, the policy will be still effective.

If you set <Block> to <AlI> applications, the majority of the process would be disabled. Please
proceed with caution when setting policies.

6.5. Website Policy

In SurveilStar Console, click menu Policies > Web, click Add button to create a web policy. Then you will
see Property panel on the right as the picture below. In the following example, you can see that all websites are

blocked in all day, alert and warning message are also set for administrator and users.
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Property ax
! Property Value
Name | Web block
Time | All Day
Mode | Block
Aot 5
Aot Leve [ Low
Waming ([&] |
i Waming__l'bfl_g_ssage N_[_Zf!! =
| Lock Computer [
'__[_J_nhr uﬁ'line_ [
Expiring Time | ﬂfa}fﬁ
VWebsite | <All=
Website Click ... button to open the settings dialog. You will see a dialog as below.
- .
seng = o
Website B & X
<All=
| ok || Ccancel

There are four buttons in the dialog which are Import, Add, Application Classes List and Delete. It's just the
same as the setting dialog that was previously discussed in Web Logs chapter. Please check Web Logs for more
information.

Web Policy Example

In order to prevent staff from accessing to illegal websites, website browsing policy can be set up to put a ban
on or only allow to visit the specified websites. If it is only some specified sites that you need to be allowed to,
a set of strategies is a good choice. This is an example which can help you better understand Web Policy.

The requirement is that when employee is on work, only some work-related websites are allowed to visit. To
achieve this, you can create two web policies like below.

1. Create a web policy and set all websites to Block.
2. Create another web policy, and add specified websites to Allow.

Afterwards, only some designated websites are allowed to visit.
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6.6. Screen Snapshot Policy

In SurveilStar Console, click menu Policies > Screen Snapsheot, then click Add button to create a screen
snapshot policy. Then you will see Property panel on the right as the picture below. In the following example,
Screen Snapshot will always record.

Property o x
Property Value

| Name | Screen Snapshot |

| Time | Working Time |

| Mods | Bepcomt

| By olfine I

| Eprng Time | vy

| Pt | <

| Interval(Sec) [18
Application Set applications to record, the default is all, and you can specify what you care to record.
Interval Set regular interval for the screen snapshot. It is 15s by default, which means every 15

seconds takes a screen. Only effectively under the Record mode.
Set different recording frequency for different applications. Do frequent records on some
most used applications and the nonessential programs not record or less.

Note:
The smaller screen recording time interval, the greater amount of data generated. It’s important to adjust the

screen recording interval base on actual need of appropriate time.

6.7. Logging Policy

In SurveilStar Console, click menu Policies > Logging, click Add button to create a logging policy.

Startup/Shutdown Basic event logs about system startup or shutdown.
Logon/Logoff Basic event logs about user logon or logoff.
Dial Basic event logs about dial.
Policy Control Logs about strategy alarm.
Hardware Changes Hardware change logs in the assets change log.
Software Changes Software change logs in the assets change log.
Application Logs about specified applications.
Visible window Set application with visible window to be recorded or not.
Application Specify application to record or not, and you can also select a category in the
classification of application. Support wildcard.
Window Title Change Window title change does not record by default, but can add policy to set

record, also for the specified applications.
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Application Specify name of application which window title changes by manually entered

or select a category in the classification of the application. Support wildcard.
Web The web browsing logs can set to be not recorded, but also the specified site can
set to be recorded or not.

Website Manually enter the website address, and can also select the website category
from the classification. Support wildcard.

Document Logs about document operation, meaning that certain documents can set to be
not recorded to ensure that all logs recorded are useful.

Disk Type Include: hard disk, floppy disk, CD-ROMSs, removable disk, network drive, and
an unknown letter. For example, files on the hard disk can set to be not
recorded.

File Name Set name of files need to be recorded or not. Support wildcard.

Application Specify application operated to documents.

Printing Logs about document printing.
Printer Type Select type of printer need to be recorded or not.
Application Set application to print documents.

Shared File Logs Logs about operation of shared file.

File Name Document name of the shared operation. Support wildcard.

IP Range IP address range of the computers which remote access to shared documents in
the client computer. Some of the machines can set to be not recorded.

Email Logs about email content. Can set Not Record to the types of email you do not
want to record.

Send/Receive Choose direction of email: sent or receive.

From Set address of sender, and it will comply with the policy choosing to record the
email or not. Support wildcard.

To Set address of receiver. Support wildcard.

EmailSize[>KB] Set an email size, and the policy will execute if email size greater than or equal
to the value.

EmailSize[<KB] Set an email size, and the policy will execute if email size less than or equal to

the value.

Not Record Content

Only effective in the "Record" mode. If you check this, content of email will
not be recorded. On the console cannot view content of the emails.

Unrecord Attachment

Only effective in the "Record" model. If you check this, attachments of email
will not be recorded. On the console will show with attachment, but not be able
to view and save.

Instant Message

To record some contents of chat tools based on the need.

Tools

Select chat tools.

Not record content

Only effective in the "Record" model. If you check this, the chat will not be
recorded, so cannot be able to view chat on the console.

Application Statistics

Logs about application statistics.

Web Statistics

Logs about web statistics.

Traffic Statistics

Logs about traffic statistics.
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Note:
If you do not need to record some of the logs, you can add a policy, setting Not Record to some certain logs

and then save.

6.8. Remote Control Policy

In SurveilStar Console, click menu Policies > Remote Control, click Add button to create a remote control
policy. Then you will see Property panel like the picture below. In the following example, you can see that only
remote control is allowed all day, and authorization is required.

Remote Control If you check this, you choose the type to be remote control, and enable
administrators have a freedom to control your machine.

Remote File Transfer If you check this, you choose the type to be remote file transfer, and enable others
transfer files to your machine.

Only after selecting at least one of the above two (type of remote control), can be able to set the following
attributes:

Authorization is required ~ Only effective in the "Allow" mode. If you check this, you choose user
authorization as the only method to remote control. If not, user authorization and
password authorization are available.

Manager Name To control administrator user logs in to the current console. For example, can
restrict method of remote control to the specify client machine of some certain
administrator user. Need to force the confirmation.

The administrator account can set by Tools > Accounts.

Console IP Address Control computer's IP address range on under current console. For example, you
can restrict computers which IP on a designated range to remote control function
by logging into the SurveilStar console.

If the input is from 0.0.0.1 to 255.255.255.255, or do not enter, or is not a valid IP
address, system would understand as all IP addresses, and to represent by <All>.

Console Name To control the name of the computer logs in to the console.

Note:
Manager Name, Console IP Address and Console Name support a semicolon ";" or comma "," to be as a
separator. So multiple setting is available.

6.9. Alert Policy

In SurveilStar Console, click menu Policies > Alert, click Add button to create an alert policy. Then you will
see Property panel on the right as the picture below. In the following example, you can see that system would
alert when hardware changes.

Hardware change Set alert or not when any of hardware assets changes, which will facilitate
the administrator to maintain computer hardware assets and estimate, debar
and repair the failure of computer hardware problem within the network.
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Lock Computer Check this option to lock computer when hardware changes.
Plug in Alert when plug in computer peripherals, and will record name of the device.
Plug out Alert when plug out computer peripherals, corresponding to plug in.

Plug in Storage Device

Alert when plug in storage devices, and will record name of the device.
Remind the administrator to prevent the illegal use of external storage
devices.

Plug out Storage Device

Alert when plug out storage devices, corresponding to the storage device
plug in.

Plug in Communication
Device

Alert when plug in communication device, and will record name of the
device. Remind the administrator to prevent the illegal use of external
communication devices.

Plug out Communication
Device

Alert when plug out communication device, corresponding to the
communication device plug in.

Software change

Alert when any of software assets changes, which will facilitate the
administrator to maintain computer software assets and estimate, debar and
repair the failure of computer software problem within the network.

System service change

Alert when system service of client machine changes, to help administrator
to solve problems caused by virus or system.

Startup item change

Alert when startup item of client machine changes.

System time change

Alert when system time of client machine changes.

Computer name change

Alert when computer name of client machine changes. Remind the
administrator to prevent the illegal operation on client machine.

Network Configuration
Change

Alert when network configuration of client machine changes, which
facilitates the administrator to estimate, debar and repair network problems

Please note that:

Note:

Not only the alarm type but also the specific description will show, to help administrators quickly locate the

problem occurred and solve the problem.

6.10. Agent Configuration Policy

Agent configuration policy is considered as supplement to other policy settings and contains some commonly

used agent control functions.

In SurveilStar Console, click menu Policies > Agent Configuration, click Add button, select the target function

from the keywords provided to create an agent configuration policy. Please note that different functions have

different properties, depending on the specific availability.

More details about keyword and content of agent configuration not yet included in the existing categories,

please contact us: support@surveilstar.com.
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6.11. Bandwidth Policy (Advanced)

In SurveilStar Console, click menu Advanced > Bandwidth, click Add button to create a bandwidth policy.

IP Range Set IP address range of the communication computers, which is all by default. You can not
only manually add one by one, but also can specify category from the network address
classification by {...}.

Port Range Set port range used in the communication, which is all by default, including TCP port from 0
to 65535 and UDP port from 0 to 65535 and ICMP. You can not only manually add the port
or port range individual, but also can specify category from the port classification by {...}.
Enter a specified port should proceeded by "TCP:" or "UDP:" to distinguish TCP port or
UDP port, and if not, it will consider to be a TCP port.

Direction Direction of network traffic when communicate. Traffic from client computers to other
machines is defined as sending traffic, on the contrary as receiving traffic.

Limited Speed Limit traffic size with KB / s as the unit, which is invalid under the Unlimited Traffic mode.

(<=KB/s) - - - If Limited Traffic mode is selected, when the speed exceeds the limit set to the client in
the specified IP and port range or in the specified direction, the client will pause the
download /upload until the average flow rate below a specified value, so as to achieve the
purpose of limiting traffic.
- - - If Ignore mode is selected, limiting the speed is invalid until you set the action (alarm,
warning or lock computer). When the speed exceeds the limit set to the client in the specified
IP and port range or in the specified direction, it will trigger the action set, but will not limit
traffic.

Bandwidth Policy Example
This is an example which can help you better understand Bandwidth Policy.

The requirement is that when employee is on work, ftp download is forbidden. To achieve this, you can create a
bandwidth policy like below.

1. Create a bandwidth policy.
2. Select the Limited Traffic mode, set IP Range as all, set Port Range as TCP: 21, set Limited Speed as OKB/s.

Afterwards, ftp download will not be allowed to employees during working time.

Note:
Bandwidth Policy is available only for the computer, but invalid for the user.

6.12. Network Policy (Advanced)

In SurveilStar Console, click menu Advanced > Network, click Add button to create a network policy.

Direction Physical communication direction, including bi-directional, outbound and
inbound. Client machine actively connects to other computers is defined
as outbound, and on the contrary as inbound.
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Port Range Set port range used in the communication, which is all by default,
including TCP port from 0 to 65535 and UDP port from 0 to 65535 and
ICMP. You can not only manually add the port or port range individual,
but also can specify category from the port classification by {...}.
Enter a specified port should proceeded by "TCP:" or "UDP:" to
distinguish TCP port or UDP port, and if not, it will consider to be a TCP
port.

IP Range Set IP address range of the communication computers, which is all by
default. You can not only manually add one by one, but also can specify
category from the network address classification by {...}.

Remote host has agent installed To judge whether the remote host is agent or not. It would not judge if not
checked.

Only after checking this option can be able to set the following attributes:

- - - Belong to the group Control communication between client machines belong to the same
group. Which means the current group, and not only does not include
subgroups but also not contain the upper layer of the group.

- - - Belong to selected group(s) Control communication between client machines belong to selected
group. Only after checking this can you specify the group of agent below.

- - - Group of Agent Specify the group of agent. Only after setting the group can you choose
whether to include subgroup or not below.
- - - Include subgroup Choose whether to include subgroup in the selected group(s).
Network Policy Example

There are two examples which can help you better understand Network Policy.

First One: The requirement is that when employee is on work, fip download is forbidden. To achieve this, you
can create a network policy like below.

1. Create a network policy.
2. Select the Block mode, set IP Range as all, set Port Range as TCP: 21.

Afterwards, ftp download will not be allowed to employees during working time.

Second One: The requirement is that computers of some departments across the enterprise should be very
important and sector outside is not allowed to connect. To achieve this, a set of strategies is a good choice. For
example:

1. Create a network policy and set network block to all IP range.
2. Create another network policy, and add specified agents belong to the same group to Allow mode.

Afterwards, only computers within the same department can communicate with each other.

Before setting policies such type, computers of the same department should set to be in the same group. And if
there are computers do not have agent installed in the department, set a policy and add the IP range to Allow
mode.

Note:
Network Policy is available only for the computer, but invalid for the user.
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6.13. Email Policy (Advanced)

In SurveilStar Console, click menu Advanced > Email, click Add button to create an email policy. Then you

will see Property panel on the right as the picture below. In the following example, you can see that emails to

"anita@gmail.com" or with attachment are blocked by the software.

Property o ox
Property Yalue
| Name | Email Policy
| Time Al Day
Mode Block
| Mlert [
| Alert Level | Low
Warming &

Waming Message
| Lock Cu:umpl;rtér. '__!
| Only offiine jI=]
. E:q-:niﬁng Time . <Always>
|From '
[To | antta @gmail com
i JEE R R
"S'ut:;jec:-t' o+ i
| Has Attachmert (=
| Atachment [
| Emai SuspoKB) |0

| o

From Control the address of sender and multiple setting is available by using semicolon
";" or comma "," to be as a separator.
To Control the address of receiver, including address about Cc (carbon copy) and

BCC (blind carbon copy).

Just match a recipient

Execute the policy when match any of the receivers or all setting above.

Subject

Control the subject of sending mail. Input rule is the same as the control of sender.

Has Attachment

Control whether the sending mail has attachment or not. Check this option if you
only want to control emails with attachment. If not, all mails, with or without
attachment will be controlled.

Attachment

Control name of attachment only after selecting "Has Attachment" above. Input
rule is the same as the control of sender.

Email Size(>=KB)

Set an email size, then the policy will execute if email size greater than or equal to
the value. Control the size of sending mail, the default is 0, which means all.

Email Policy Example 1

There are two examples which can help you better understand Email Policy.

In order to protect private information and prevent staff from misusing e-mail to send internal confidential

information, an email policy to control attachment with specified keywords is a good choice. You can create an

email policy like below:

1. Create an email policy.
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2. Select the Block mode, then check has attachment and input keywords in Attachment.
Afterwards, emails with attachment and match the keywords will be blocked.
Email Policy Example 2

The requirement is that companies want to restrict the sender of emails, which only allow employees to use the
specified internal mailbox to send mail, but the other mailbox is disabled, so standardize the usage of email, but
also control outgoing mail strictly. To achieve this, a set of strategies is a good choice. For example:

1. Create an email policy and set block to all emails.
2. Create another email policy, and add specified sender of email to Allow mode, such as from:
*@teclink.com.hk.

Afterwards, only email address contains "teclink.com.hk" can be successfully sent.

Note:
1. Email policy is available only for the computer, but invalid for the user.
2. Email policy can only support to control email sending but not receiving. And temporarily does not support

webmail and Lotus mail sending control.

6.14. IM File Policy (Advanced)

In SurveilStar Console, click menu Advanced> IM File, click Add button to create an IM file policy.

File Name Control name of files when transfer by instant messaging tools and

multiple setting is available by using semicolon ";" or comma "," to
be as a separator. Support wildcard.

Limited Size (>=KB) Only effective in the Block mode. Set a limited size, then file size
greater than or equal to the value is forbidden. The value ranges
from 0 to 100000 KB.

Backup Choose whether to backup the sending files. IT manager can view
or save the backup using menu "Logs > Document" in SurveilStar
Console. Only after selecting backup can set the minimum and
maximum size below and files will be backed up within this range.

Minimum Size (>=KB) The minimum size of backup files.
Maximum Size (<=KB) The maximum size of backup files.
Tools Choose instant messaging tools to control, such as MSN. YAHOO.

Google Talk. SKYPE. TM. UC. RTX. POPO. ICQ. QQ and
so on. You can checking All to control all IM tools.

IM File Policy Example

The requirement is that when employee is on work, file contains specified keywords cannot be sent via instant
messaging tools. To achieve this, a set of strategies is a good choice. For example:

1. Create an IM File policy to allow but make a backup when files sent via IM tools.
2. Create another IM File policy, and add specified keywords for File Name.

Afterwards, only flies do not contain specified keywords can be successfully sent and backup. IT manager can
check if sending files are legal through document logs.
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6.15. Upload Control Policy (Advanced)

In SurveilStar Console, click menu Advanced > Upload Control, click Add button to create an upload control
policy.

Transfer Type The default is Upload. No other option.
Http protocol Check the option and SurveilStar would control upload via Http
protocol.
Limit Size(>=Byte) Only enabled under Block mode. Block upload if file exceeds
designated size. The default is 102400 Byte.
Website Control uploading or submitting files to designated website. By

default, it is set to all http sites. Input format is "www.google.com",
but not "http://www.google.com/". Support wildcard input. Support

n.n nn
>

or "," as separator for multiple inputs.

Ftp protocol Check the option and SurveilStar would control upload via Ftp
protocol.
Limit Size(>=Byte) Only enabled under Block mode. Block upload if upload file
exceeds designated size. The default is 102400 Byte.
File Name Specify file name. Support wildcard input. Support ";" or "," as

separator for multiple inputs.

IP Range Control uploading or submitting files to designated IP Range. By
default, it is set <All>.

Upload Control Policy Example
This is an example which can help you better understand Upload Control Policy.

The requirement is that IT manager doesn't allow employees to upload files exceeds S00KB to all http sites.
When any PC is trying to break the policy, a warning message would pop up. To achieve this, you can create a
Upload Control Policy like below:

1. Choose [The Whole Network] from the left computer list, click menu [ Advanced > Upload Control] to
create upload control policy.

2. Set [Action > Block] . Check Warning option, and input the warning message. Check Http protocol, and set
Limite Size to 500.

3. Save the policy.

Warning message would pop up if agent PC is uploading files exceeds S00KB.

F-‘I.I"lul'a rning ﬁﬁ

I-.\ Lirnite Size: 500KEB

oK
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6.16. Document Policy (Advanced)

In SurveilStar Console, click menu Advanced > Document, click Add button to create a document policy.

Operation Type

Type of operation is simply divided into: read, modify and delete.
When allow to modify will be able to read, and when allow to
delete will be able to read and modify also.

Read

Read documents.

Modify

Modify documents, which Contains all operations other than read
and delete, such as create, rename, modify, copy, move and restore.
Only after checking this option will be effective to set “Backup
before modify” and “Backup when copy/cut to” below.

Delete

Delete documents. Only after checking this option will be effective
to set “Backup before delete” below.

Disk Type

Choose disk type of documents to control, including: Fixed Disk,
Floppy Disk, DVD/VCD-ROM, Removable Disk, Network Disk
and an unknown letter.

File Name

Specify name of documents need to control, containing a path such
as “C:\Documents\*” is available, then all documents under the
folder will be controlled. Multiple setting is available by using

n.n

semicolon ";" or comma "," to be as a separator. Support wildcard.

Backup before modify

Back up source documents before modify to prevent important files
from malicious or unintentional modification.

Backup when copy/cut to

Backup when copy or cut documents to specified disk to check if
they are copy or move to the illegal drive letter.

Backup when copy/cut from

Backup when copy or cut documents from specified disk to check
if they are copy or move from illegal drive letter.

Backup before delete

Back up source documents before delete to prevent the loss of
important documents because of incorrect operation.

Only after selecting backup can set the minimum and maximum
size below and documents will be backed up within this range.

Minimum Size (>=KB)

The minimum size of backup.

Maximum Size (<=KB)

The maximum size of backup documents.

Application

Specify the application operated to documents.

Document Policy Example

This is an example which can help you better understand Document Policy.

The requirement is that IT manager would like to specify some important documents to back up before delete or

modify by users. To achieve this, you can create a document policy like below:

1. Create a document policy.

2. Select the Allow mode, and check the operation of modify and delete.

3. Specify the File Name and check Backup before modify and Backup before delete.

Afterwards, documents contained specified keywords can be normal used, but will be backed up if they are
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modified or deleted. IT manager can view or save the backup using menu "Logs > Document" in SurveilStar
Console.

Note:
Backup may produce large amounts of data. So precise positioning is needed to avoid gobs of useless

documents.

6.17. Print Policy (Advanced)

In SurveilStar Console, click menu Advanced > Print, click Add button to create a printing policy.

Printer type Type of printer is simply divided into: local printer, shared printer,
network printer and virtual printer. You can choose the type by
checking or choose all by letting them to be blank.

Printer description Specified name of printer.

Application Specified application to print.

Record Mode Control to record content of print or not.

Maximum Recorded Pages Only effective if checking Record to the Record Mode above.

Control the maximum number of pages to record printing
documents. The more pages you record, the greater amount of data
generated. And IT manager can view the record using menu

[Logs > print] in SurveilStar Console.

Printing Policy Example
This is an example which can help you better understand Printing Policy.

The requirement is that IT manager would like to limit the use of all printers and only want printer HP to print
documents. To achieve this, a set of strategies is a good choice. For example:

1. Create a printing policy to block all types of printer.
2. Create another printing policy, and set Allow mode to printer HP by specified printer description as HP.

Afterwards, only printer HP can successfully print documents.

6.18. Watermark Setting Policy (Advanced)

In SurveilStar Console, click menu Advanced > Watermark Settings, click Add button to create a watermark

policy.

Printer Type All four printer types can be selected: local printer, shared printer,
network printer and virtual printer. Check or choose all by letting
them to be blank.

Printer description Name the selected printer.

Printing Task Name the printing task.

Application Specify the application used for printing out.
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Watermark Setting

Watermark content and display. Only enabled when you set
[Mode > Apply] .

Watermark Types

Image Watermark or Text Watermark
Image Watermark: Simply choose a picture from PC
Text Watermark: Set watermark text, font, size and color.

Parameters settings

Performace: Prior in quality (by default) or Prior in speed. Only
enabled when you set [Location] to be On the top of the content.

Transparency: watermark transparency, support 0-100%, default is
80%.

Tilt: Horizontal, Tilted to the left or Tilted to the right.

Location: Watermark position relative to the content of the
document, you can choose Placed under the content or On the top
of the content.

Layout mode: Mode of segmentation or Area mode to deside the
watermark number. Default is Mode of segmentation

Mode of segmentation: Set number of watermarks, default number
is 3x3.

Area mode: Set size of watermark. default size is 3cm x 3cm.

Watermark margins: margins between watermark
Mode of segmentation: Watermark margin is in percentage display
Area mode: Display margin left, right, top and buttom.

Page margins

Page margins setting when printing.

Advanced Settings

Advanced Settings allows you to print some additional information

Image Watermark Example

Watermark Settings

=

Preview

[ Printng watermark | Advanced Policy

Types of
Image Watermark bl
Content of the watermark
Picture Browse...

Parameters setting
Performance: Prior in quality

Tramsparency: ] B0 %

Tilt:

Watermark 8%

Page margns:
Setting the page margins here{em )
Left: 1 Right: 1 Top: 1 Bottom:
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Text Watermark Example

Watermark Settings w
Preview Prirtting Watermark | Advanced Policy
Types of
[Text Watermark -
Content of the watermark
Text content
SurvelStar Inc.
Font size Size: Color:
[Emesewromen | v 72 > -]
Parameters setting
Performance: Priar in quality "';
Transparency: {J B0 %
Tt [Tited 1o the right -
Location: [Pimul under the content '|
Layout: [mdtofnmmlaﬁm vl
Watermark {3} 10 %
Page margns:
Setting the page margins here( cm )
Lef: 1 Right: 1 Top: 1 Bottom: 1
[ ok ][ coancel |
Advanced Policy Example
‘Watermark Settings h w
= e men o
Preview m Watermark ' Advanced Policy |
scasenal]  age HeNder ¥ou can add the detals to the printing page, please spedify the posiion you
Computer Follow the watermark -
PAREEA BT 17 & 0] PAREIA TR 127 0 01 LARITA BCY [ 13700 1] P-addres: Pﬂ@fﬂﬂw, Fm m mtermuk '
Username Page footer -
i P# S s
| Customize Left, Right
Left Right :
- -
| i AT u::l”i‘_il"Jl-':ﬁ PARTAFGHIEFO U AN |27 0] i Higoment
[ Follow the watermark r Header:
Foater:
Left:
Right:
(AN A BT (1 R 0| JANEIAETI 1A @ U] ANMITAPC] [137 8 0.1]
wmewves | Page footer
[ ok ][ canl

80



| @ Chapter6 Policies and Advanced Policies

Watermark Setting Policy Example
This is an example which can help you better understand Watermark Policy.

The requirement is that IT manager would like to add text watermark to all printing documents except Ann's
computer. To achieve this, a set of strategies is a good choice. For example:

1. Choose [The Whole Network] from the left computer list, click menu [ Advanced > Watermark Settings ]

to create a watermark policy.
2. On the right watermark policy setting panel, slect [Mode > Apply] to all types of printer. Then custom the

text watermark content and display. Save the policy.
3. Choose Ann's computer from the left computer list, create another watermark policy, and set [ Mode >

Disable] . Save the policy.

Note:
Only if you set [Mode > Apply] which means that you would like to add watermark while printing, you can

make custom watermark settings to deside the content and display.
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Chapter 7. Monitoring

7.1. Instant Message Monitoring

SurveilStar Monitoring Software can record detailed instant message of mainstream IM tools including MSN,
YAHOO, Google Talk, SKYPE, TM, UC, RTX, POPO, ICQ and QQ .etc.

Click menu Monitoring > Instant Message, then select a certain computer or a group and specify search
conditions including time and range, IM tool, UserID or Nickname and content.
Search o X

Time and Range

From 1 F %
] zj2s/2012 @~
To

3/27/2012 E-
Time

|.-5.II Day v|
Range

Anita

]

Instant Message

Toal

All -
UserID or Midmame

Content

Search

Tool Choose instant messaging tools to control, such as MSN, YAHOO, Google Talk,
SKYPE, TM, UC, RTX, POPO, ICQ, QQ and so on. You can checking All to control
all IM tools.

UserID or Nickname Search chat and content of a specific account according to its User ID or nickname.

Content Search chat according to some keywords to quickly locate chats of interest.

After specifying your search conditions, click Search button to view the result.

Below is a search result example of Instant Message Monitoring. Click Previous or Next button at the right
upper corner to view previous or next instant message monitoring records.
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Seredn Enapshot | |Instant Messags|| Emal

Instant Message

Tooks Computer Lol User Contact User  Baginring Time Endng Tima Statamants
EE}WDE Agnes arvsoftjp rachel permy 2-04-00 14:3002 D100 BEI0T L
P Agnes. srwsoltip Nitschy Samael  2012-03-30 1502405 W0M03-3L 054205 7
[T Agnes arvaoitjp smryseendld  X02-03-3 154200 W0R03-3A54200 1
%SKTPE Agnes arvsoftip Fapyesa Panjevani  002-03-30 150603 20F-03-X 154730 10
Eysevee Agnes sveitjp TE A cbur 212.03-30 110013 0020311092 17
L SRE Agnies mvaoitp T Manna Ber...  2002.03-31 11:08:33 200.2-03-21 110832 1
S sovee Agnes amvueltjp Ha Franceseo —  M1203-3011074% 2013037014748 7
Q'SKVPE Aghei irvvieitpp TE Dabmira 0. 20020330 110480 A02-03-3E 114135 5
L5 Agrnt srvviedtjp amr 030330 :E125 200032 R0L1E )
B Agnei aroftjp AN Tranglation 2002-03-30 1004:38  002-03-3) 164653 40
L5 Agnes arvysoftjp Alepnder Poby,,  W1I-03-13 350144 W02-03-13 300044 1
et dgnes amvvsoitip dESERT of sHE., M-03-1315:0708  MAr03-13850743 2
Bt Agnes anvvsoftjp Hindi Toney b, MAI-03-130704832  M003-1317082F 12
EhserE Agnes anvsoftjp TE Toney Ahuje  200.2-03-13 165751 H1r03-1316588 3
e Agnes arvvsoltjp TE Ricka H1E-03-13 16:56:91 Xi-03-1308:5715 2
S sree Agnes avaoitjp Zala Igbal 020313124943 M010313130947
aﬂi'ﬁi Agnes arwneit jp sulsrnarahmadd 20070313 100003 013-03:1311:3836 4
EASKRE Agnes arwrelejp Abu_Abduwsh.. 10313001435 N120B1090047 9
ST agnes. srwoftip Crarek: H12-03-13 090111 2007-03-130900-11 4
Gsore Agnes. srvroltp ANV Translgtion  2001-03-1308:5853  N1:-03-13184212 50
Locallser:  *  Comtact User: Abu_sbdurrahmaan

Time: 2012-03-13 09:14:25 ~ 2012-03-13 05:20:42
; Tlue. Sel-l:n. ﬁlltli;tt Camrent

[ P AmesHi

Loa P Abu_Abdarmalimaan e are you?

@lEn AgoesFme, thank vo, Axd you?

CRITIE  Abu Abdumimasn T am Sne ARardehifih thack vou
oI Abu Abdumabodaen wpll, & Jend Wt 1o ak o abeist the teat

Right-click on an instant message monitoring record and you can view property with information in detail.
" . - = g ]
Property . e u
Instart Message

Computer Arita|
User Anita

Tool Google Talk

Type Single-chat

From 2012-03-05 14:36:34
To 2012-03-05 14:35:09
Local 1D laddertoanita

Local Mickname  |addertoanta
Contact 1D givenlee
Cortact Nickname givenles
Sentences T3

characters 203

%) [ ] [_ron ]

7.2. Email Monitoring

Click menu Monitoring > Email, then select a certain computer or a group and specify search conditions
including time and range, email type, send or receive, email address, subject, content, attachment and size.
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Email Type Type of email is simply divided into: SMTP/POP3 Email, Webmail, Exchange Email
and Lotus Notes Email. It’s all by default and you can choose one certain type to
quickly search mails you want.

Send/Receive Search and scan sending mails or receiving mails only.

Email Address Search mails sending and receiving of specified email address.

Subject Search mails according to the specified keywords in subject.

Content Search mails according to the specified keywords in contents.

Attachment Check this option if you only want to search mails with attachment, and you can
specify keywords of name of attachment to search mails you want. If not, all mails,
with or without attachment will be shown.

Size Set range of email size and search mails according to size of them.

After specifying your search conditions, click Search button to view the result. Below is a search result

example of Email Monitoring. Click Previous or Next button at the right upper corner to view previous or next

email monitoring records.

1 i Aude) 25 Events Log | B, Basic Podcy| g3, Advanced Polo & Montorng| [ Mainterance | S_Imv L
Soreen Srapshot | destant Message | Emad
Email o0
B e Computer  Subject To Frem Sca
Bl - 1059 Arita Supicads Hentticketamy... 129.1KB
el R ERE S SR E ] Hrita Suplcads Hestticketarm,.. 364K
-4 00.3-03-26 103027 dinity R [Techoet 20203230 byargate Fingrcisl Ser.  Surveiliter Sup.,  BESIE
Bt 2T03-26 LAY Airita Rz [Tichet 201 20309 Fyan (leason <rgless.,  Surveiliber S, TRAEE
et 2002-403-25 11833 finita R [Tecket¥2012031.10 larice Zdanuk Ferreira..  Surveifiter Sup.,  T.THE
BTl 2002-03-25 10400 Aipaty Fupload® Hostticketany., 67868
Bl 00203-25 1 T30 Ainity Supicsd® Hoatticketans... 4268
B 2010033 0Sak02 Anits Choese 10KB
BT 0032054243 Apita Close 1B
BT 020326093540 Arita Close 10KE
Bt 0143305380 Arita Cwener Update! EET-]
B 0000336093540 At Cwener Update! EET
B 0240336053405 Arita Clase 30KE
B AAr03-3608:3201 Arits Claie 3B
B 00003360830 Arita R [Ticket#20209230 . Hack Lickwesd shlo..  Surveilitar Sop..  B34KB
= 030325 092504 Arita Close 30KB
B 10326 0825 Hinita Cowener Lipdate! 33KE
E 2LI3-25 0815401 Anita Close 30KB
Bl mroa-250040:8 Birita Supicads Hettstabimoa.,  18KB
= MI03-3 18111 Ainita < Mo Sutgect> 39K
From: Hosttcket.amsoft.com To:
Subject: #uplade &
Settig "
i. r.t-;'-\:'e'-: -i!ug'ulrurjmlﬂicmu |
Versen | 9.0 - Uniegeiered
Regatraton
Hama:
Regstration Code:
—E’ . .
= Records about sending mails.
=& Records about receiving mails.
] Has attachment.

ra

Click this icon to view or save attachment files.

Right-click on an email monitoring record and you can view property with information in detail.

84



) @ Chapter7 Monitoring

Note:

Email monitoring supports SMTP/POP3 Email, Webmail, Exchange Email and Lotus Notes Email. It will
record mails sending and receiving of SMTP/POP3 and Exchange mails, and will only record mails sending
but not receiving of Webmail and Lotus Notes Email currently.

7.3. Screen Snapshot Monitoring

Click menu Monitoring > Screen Snapshot, then select a certain computer, and SurveilStar will show a picture
of the entire screen and display exact actions immediately.

Below is a screen snapshot example of monitored computer.
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Save current frame The current screen snapshot can be saved as JPG or BMP files. Click the

button, then give a file name, choose a type and a detailed location for the
frame you want to save.

o Sessions If a computer is logged in two or more users or a user logs on to two or
more computers at the same time, the administrator can choose anyone to
view a screenshot via the session button.

) Fit size Display the screen snapshot in an appropriate size to the window.
%) Original size Display the screen snapshot in its original size.
&) Stop track If you click this button and it turns to be @, screen snapshots will

automatically refresh and display. You can check and modify the interval
of tracing frames by Tools > Options > information.

Right-click the frame anywhere and you can choose Fit to Window, Original Size, Trace and Full Screen instead
buttons above.

7.4. Multi-Screen Monitoring

Click menu Monitoring > Multi-Screen, then choose size of the screen matrix, screen snapshots of different
monitored computers will automatically refresh and display. You can check and modify the interval of tracing
frames by Tools > Options > information.
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Below is a multi-screen monitoring example of monitored computers, showing a screen matrix in 2 x 2.

R WAk v Mg = B e S—— - ey

bW @ @ - @l

STeTTU T T ST

K First page of the monitored computers.

. M Previous page of the monitored computes.

> Next page of the monitored computers.

L3 End page of the monitored computers.

@ Auto cycle.

E Full screen monitoring. Click the icon or double-click the screen of one monitored computer can
take full screen.

o Choose certain computer(s) or computer group(s) to monitor the real-time screen.

f Close multi-screen monitoring.

Right-click on the real-time screen of one certain computer and choose Lock, and you will be able to see the
computer screen snapshot on any multi-screen monitoring page. And you can also send message to specified
compute via Send notify message.

7.5. Search Screen History

Click menu Monitoring > Search Screen History, then specify search conditions including time range and
name or IP address and click Search. Records of screen snapshots including ordinal, date, computer, sessions,
beginning and ending time will show below and IT managers can quickly find screen history they need.

In the following example, screen history records range between March 27, 2012 and March 28, 2012 of
computer which IP address is: 192.168.18.125 will display.
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Snapshot History ﬁ

Search Condition

Begin V] 327/2012 [~ End 3/28/2012  [G~
Name or IP address  192.168.18.125
Ordi... Date %~ Computer Ses.. Beginning Ti.. Ending Time  File Name
¥°1 20120328 Anita 1 09:00: 13 14:35: 14 <sQL>
2 2012-03-27  Anita 1 09:05: 14 18:00:05 <5QL>

Wiew Close

” |
Name or IP address Name: Name of computer you want to search. Support fuzzy query.
IP address: A specified IP address or a range of IP addresses are available.
Sessions Number of computer users.
File name If screen data is stored in SQL database, file name would be <SQL>. If screen data

stored in the SCREEN directory, file name would be the same as data of screen.

Double-click a certain item or choose one and then click View to view detailed information of certain screen
history.

7.6. View Screen History

Interface of screen history viewer
Double-click a certain item or choose one and then click View button when searching screen history.

Screen history viewer is very intuitive and easy-to-use, and comes with powerful search functions. As to screen
history viewer's interface, please refer to the picture below.
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Menu Entries to all screen history viewer’s functions.
2 Tool Bar Entries to the most widely used functions in screen history viewer.
Search Field Choose search conditions including Application, User and Screen to
quickly locate screenshot you need.
Time Scales Time scales of screen history.
Screen display area Display history of screen snapshot.

Click menu Tools > Save As Video Files, and then you can export screen history into video files to your
computer.
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Chapter 8. Maintenance

Surveilstar can be used as centralized computer maintenance system to manage and control monitored computers’
hardware and software assets with remote control, having a secure and full remote access to any monitored
computer, giving a hand to resolve their computer problems quickly and remotely rather than making long
distance suggestions.

They also have a freedom to control and manage client through console, including applications, processes,
performance, devices, services, disks, shared folders, scheduled tasks, users and groups and software.

8.1. Remote Computer Maintenance

8.1.1. Applications

Click menu Maintenance > Applications, then select a certain computer, and SurveilStar will show a list of all
running applications with the currently active application displayed in dark blue bold.

There are two buttons on the upper right corner of data display area:

a- Sessions. If a computer is logged in two or more users or a user logs on to two or more computers
at the same time, administrator can view real-time application list of specified one via this button.
Q Stop track. If you click this button, application list of monitored computer will automatically
_ refresh and display. You can check and modify the interval by Tools > Options > information.

End Task

IT manager can end application tasks through console remotely. Select application not available and right-click
then choose End Task to close specified application.

8.1.2. Processes

Click menu Maintenance > Processes, then select a certain computer, and SurveilStar will show a list of all
running processes including File Name, PID, Time, Session ID, CPU, CPU Time, Memory, Virtual memory,
priority, Handle, Thread Count and Path.

There are two buttons on the upper right corner of data display area:

@- Sessions and it is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can view real-time processes list of specified one via this button.

Q Stop track. If you click this button, process list of monitored computer will automatically refresh
~and display. You can check and modify the interval by Tools > Options > information.

End Process

IT manager can end processes through console remotely. Select process not available and right-click then
choose End Process to close specified process.
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8.1.3. Performance

Click menu Maintenance > Performance, then select a certain computer, and SurveilStar will show a list of its
performance including CPU Usage, Memory Usage, Sum, Physical Memory, Commit, and Kernal Memory.

There are two buttons on the upper right corner of data display area:

@- Sessions and it is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can view performance of specified one via this button.
Q Stop track. If you click this button, performance of specified computer will automatically refresh
~and display. You can check and modify the interval by Tools > Options > information.

8.1.4. Devices Manager

Click menu Maintenance > Devices Manager, then select a certain computer, and SurveilStar will show a list
of hardware devices on the client machine including CPU, Disk drives, Keyboards, Network adapters and
System devices and so on.

There are two buttons on the upper right corner of data display area:

- IT manager can select modes to display the list. Currently there are two modes available: display
by type and display by connection. And you can also choose to display hidden devices or not via
this icon.

- Sessions and it is available only in user mode. If a user logs on to two or more computers at the

same time, administrator can view and manage devices of specified one via this button.

Enable or Disable Devices

IT manager can enable or disable devices through console remotely. Select certain device and right-click then
choose Enable or Disable to manage devices of client machines.

8.1.5. Services

Click menu Maintenance > Services, then select a certain computer, and SurveilStar will show a list of system
services on the client machine including Name, Description, Status, Startup Type, Log on identity and Path.

There is one button on the upper right corner of data display area:

@- Sessions and it is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can view and manage system services of specified one via this button.

Start or Stop Services

IT manager can start or stop services through console remotely. Select certain service and right-click then
choose Start or Stop to change status of the service of agent machines. You can also right-click and choose a
startup type to specified service from the three types: Automatic, Manual and Disabled.

8.1.6. Disk

Click menu Maintenance > Disk Management, then select a certain computer, and SurveilStar will show a list
of disk partitions and usage of client machine including Volume, File System, Capacity, Free Space
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and %Usage.

There is one button on the upper right corner of data display area:

- Sessions and it is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can view disk condition of specified one via this button.

8.1.7. Shared Folders

Click menu Maintenance > Shared Folders, then select a certain computer, and SurveilStar will show folders
shared condition of client machine including Folders, Path, Agent Connections and Comment.

=N Shares Display with folders shared by certain monitored and IT manager can stop sharing
by right-clicking specified items.

g - Sessions Display with detailed information about remote machines which access to shared
folders on certain agent computer, including User, Computer IP address, Type of
Operating System, Open file Quality, Connected Time, Idle Time and Guest.
IT manager can close the session or close all sessions by right-clicking specified
items.

- Open Files Display with files opened by remote accessing computers and show detailed
information including Name of Open file, Assessed By, Locked and Mode.
IT manager can close the open file or close all open files by right-clicking
specified items.

- Sessions It is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can view and manage real-time shared folders of
specified one via this button.

8.1.8. Scheduled Tasks

Click menu Maintenance > Scheduled Tasks, then select a certain computer, and SurveilStar will show a list
of scheduled tasks of client machine including Name, Schedule, Application, Next Run Time, Last Run Time,
status, Last Result and Creator.

There is one button on the upper right corner of data display area:

@- Sessions and it is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can view scheduled tasks of specified one via this button.

Delete Task

IT manager can delete illegal scheduled tasks through the console remotely. Select certain item and right-click
then choose Delete to manage scheduled tasks of agent machines.

8.1.9. Users and Groups

Click menu Maintenance > Users and Groups, then select a certain computer, and SurveilStar will show local
users with Name, Full Name, Description and groups of users with Name and Description.

There is one button on the upper right corner of data display area:
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a- Sessions and it is available only in user mode. If a user logs on to two or more computers at the
same time, administrator can check users and groups of specified one via this button.

8.2. Remote Control and Remote File Transfer

By setting the remote control policy, client machine can choose whether to be remote controlled and if enabled,
select the controlling type. There are two types: Remote Control and Remote File Transfer.

8.2.1. Remote Control

Remote control allows IT managers get access to any monitored computer and give a hand to quickly resolve
their computer hardware and software problems remotely as if they were standing right there.

Once connected, the administrators will be able to view desktop screen of client machines. They then have a
freedom to control client through console, viewing the machine malfunctions remotely and fixing the system
problem quickly.

Select a certain computer, then click menu Maintenance > Remote Control. There are two types to remote
control and you can choose one from:User Authorization and Password Authorization.

User Authorization

Select a computer and click menu Maintenance > Remote Control, then a confirmation dialog box will show
and then click yes. Then a dialog box will pop up on the remote desktop and ask for permission.

Password Authorization

For password authorization you should set a remote control password on the client machine first. The method is
to press keybords“shift + alt + ctrl” at the same time and then input “ocularrm”, then a password input box
will show then input the password and click OK.

Select a certain computer and click menu Maintenance > Remote Control, and then input the password. If it
matches, you can control the specified client successfully.

Interface of Remote Control

If the client machine is being remote controlled, it is ""Remote Controlling..." that would show on the upper
right corner of the screen.

L Control the display of color.
& Lock and unlock keyboard and mouse of client computer being controlled.
iz Control whether to allow clipboard operations between the console and the client computer.

Right-click the window title of the remote control interface you can send " Ctrl-Alt-Del", "Ctrl-ESC" or
"F12" instruction if you need.

8.2.2. Remote File Transfer

Remote file transfer allows IT managers to easily and quickly connect to remote monitored computers and
transfer files without other tools.
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There are five types of properties showed with different icons.

Text.

Integer.

(1] Decimal.

E‘j Date.

E-j Yes or No.
Add Asset

Click menu Operation > Add Asset, then Administrators can define assets that would not be automatically
monitored.

Add Property
In addition to system-defined properties for assets, administrators can manually custom attributes

Choose specified asset, Click menu Operation > Add Property, then you open the Asset Property window.
Choose a property type, give a name to the new adding property and click OK, then you add a new property to
the asset successfully.

rﬂsset Property m1
Property Type
(@ Classific Property ) Instance Property
' Asset Class Storage Card
! AssetProperty |
i value Type | Text -
P Co ) [ camen ]|
e = '?j
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9.2. Hardware and Hardware Changes

9.2.1. Hardware

View Hardware assets information

Click menu Assets > Hardware, then SurveilStar will show a list of all monitored computers with information
of Computer Name, CPU, Memory, Disk Drive, and Network Adapter.

Double-click a certain computer or choose one and then right-click and choose property, then you can get
detailed hardware information of specified computer.
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Choose certain hardware asset you would like to know and its properties will show on the right.
You can add new property to custom assets via Operation > Property.
You can view other assets via Show > All or Show > Software.

Query Hardware Assets

Click query button “@” on the upper right corner of hardware asset display area and specify search conditions
including name, range, conditions and result lists to search specific hardware assets.
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Range Range about compute. It is computers within the whole network by default, and
you can click {...} to choose one certain group of computers.

E5 Add button. Click this button you open a window for condition setting including
properties, logic and value.

X Delete button. Delete conditions setting.

View and modify conditions setting.

Match any condition If you check this option, results matching any of the condition will display.

Result Lists Choose asset properties you need to display.

Save Input a name to the query condition and click Save button, then you can directly
choose from the Name drop-down box to find setting you saved before.

Delete Delete certain query conditions you saved.

Set Default Set the query condition to be a default one and it will only display the default query
results next time you open assets management.

Note:
If you have chose instance properties of a certain asset to the query condition or the result list, you cannot add
instance properties of another asset.

9.2.2. Hardware Changes

View Hardware Changes

Click menu Assets > Hardware Changes, then SurveilStar will show a list of computers which hardware
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changes with information of Type, Time, Compute, Asset and Description.

Double-click a certain computer or choose one and then right-click and choose property, then you can get
detailed hardware change information of specified computer.

[ Broperty i |
Tim 2012-04-01 13:20:38 I_Tl |

Comgnser Antta |I|
Asset Type DVD/CD-ROM

Change Type Delste

Contertt SAMSUNG SCH-573 Card USE Device

M | Detads

DVD/CO-ROM -
Mame: SAMSUNG SCH4579 Card USE Device
Madia Type: USB_UNKMNOWN
Velumn: |
Manfactumer: (Standand CO-ROM drves)
‘ Description: CO-ROM Drive

OK cnu'[Hah]

Query Hardware Changes

Click query button “@” on the upper right corner of hardware changes display area and specify search
conditions including time, range, asset type, change type and content to search specific hardware changes.
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9.3. Software and Software Changes

9.3.1. Software

View Software assets information

Click menu Assets > Software, then SurveilStar will show a list of all monitored computers with information of
Computer Name and its Operating System.

Double-click a certain computer or choose one and then right-click and choose property, then you can get
detailed software information of specified computer.

Query Assets

Click query button “@” on the upper right corner of software asset display area and specify search conditions
including name, range, conditions and result lists to search specific software assets.

9.3.2. Software Changes

View Software Changes

Click menu Assets > Software Changes, then SurveilStar will show a list of computers which software changes
with information of Type, Time, Compute, Asset and Description.

Double-click a certain computer or choose one and then right-click and choose property, then you can get
detailed software change information of specified computer.

Query Software Changes

Click query button “@” on the upper right corner of software changes display area and specify search
conditions including time, range, asset type, change type and content to search specific software changes.

Note:
Software and Software Changes is just the same as hardware asset that was previously discussed. Please
check last section Hardware and Hardware Changes for more information.

9.4. Custom Assets

After defining new asset classes or adding new properties, click menu Assets > Custom, then you can add
properties or delete to better manage specified assets.

There are three buttons on the upper right corner of custom asset display area.

Q Query button Specify search conditions including name, range, conditions and result lists.
@ Add button Click this button to add properties to custom assets.
@ Delete button Delete properties of certain custom assets.
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Chapter 10. Categories

Sort your applications, websites, time types, network address and network ports into categories.

10.1. Application Categories

By default, all applications will be divided into two categories: unclassified and systems, which are all can't be

deleted or renamed, and sub group can't be created. According to different requirements, IT manager or

supervisor can easily sort applications into different classes for convenient management.

Systems Applications which are associated with operating system. In order to avoid serious
problems, system related applications are alone in one group to separate from others and
IT manager can move them to other categories.

Unclassified All applications that are not match to any classification. IT manager can move them to

other categories.

Click menu Categorieé > Application, then you will see a window shows detailed application categories

information with all the categories on the left and detail information of specific class on the right.
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You can add, delete, find, move to and show properties if you need to better manage applications.

e Add
3
< Find

Choose root directory of application categories and then click the icon or right-click

Delete

and choose Add to create a new category and enter a name for it.

Choose certain category and add sub categories the same as above.

If you want to delete specific category, sub category or certain application, click the
icon or right-click on the item and then choose Delete.

Click the icon to search a specific application and its category via any of these three
attributes: name of the application, file name and description.
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@

Property Double-click a certain application or choose one and then click this icon, then you
can get detailed application information about the application as the picture below.
Move to Right-click on selected application or category and click Move To..., select target

group and click OK. You can use SHIFT or CTRL key to move multiple
applications or categories at one time.

10.2. Website Categories

Click menu Categories > Websites, then you will see a window shows website categories information with all
the categories on the left and detailed websites on the right. All website categories and website identities should

be added manually.
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You can add, delete, find, move to and show properties if you need to better manage websites.

Choose root directory of website categories and then click the icon or
right-click and choose Add to create a new category and enter a name for it.
Choose certain category and add sub categories the same as above.

Choose a certain category and then click this icon or right-click and choose
Add > Website; enter a name and the website address to add new website
identity. Support wildcard.

If you want to delete specific category, sub category or certain website, click
the icon or right-click on the item and then choose Delete.

& Add new category

e Add new website
identity

x Delete

Find Click the icon to search a specific website and its category via any of these
three attributes: name of the application, file name and description.
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Move to Right-click on selected website or category and click Move To..., select
target category and click OK. You can use SHIFT or CTRL key to move
~ multiple websites or categories at one time.

10.3. Time Types Categories

Click menu Categories > Time Types, then you will see four default time types: All Day, Working Time, Rest
and Weekend.

P

Time Types

L

i?:lasses I_—_T_); )( ETIITIE

All Day 0.2.4,6,8,10,12,14,16,18,20,22, 0
o UL
Rest S |
Weskend _ Mon NRNNEAND AR
_ Tue NRNNUANN AU
_ Wed NNRRARNN  ANAEEN
Thy NANAANN  AAAN
Fri T
Sotay
Sun-Sat, 0:00 - 24:00 el e

The administrator can modify these time types according to business actual working hours. Click on a certain type
to view time period and edit the range. Blue shows the time range belongs to specific time class. For example, in
the picture above, working time hours are from 9.00 am to 6.00 pm from Monday to Friday.

In the time setting area on the right, you choose the time range first and then set it to be blue or white. You can
click All to choose the whole day or click Mon to Sat to choose a specific day, or you can choose anytime of all
days and then set it to be blue or white.

In addition to the system defined categories, the administrator can add and manage additional time categories.

Ej Add Click this icon to add an additional time category and enter a name to it. The
default time range is all, you can manually edit the time period if you need.
X Delete Click this icon to delete time categories you added.
Note:

You cannot delete the four default time types.
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10.4. IP Categories

Click menu Categories > IPs, then you will see three default IP categories: All, Intranet and Internet.

IP Categories ﬁ

;-Categnries E—,}_ ;EPS
ETR | | 0.0.0.0 - 255.255.255.255
Intranet

Internet

0K ] [ Cancel

e

The system will automatically generate the IP address range of Intranet according to the server’s IP, and
administrator can modify the range of Intranet and system will automatically generate another IP address range
for Internet.

IP addresses outside the Intranet are considered as Internet IP

In addition to the system defined IP categories, administrators can add and manage additional IP categories and
enter an I[P address range.

5 Add Click this icon to add an additional IP category and enter a name to it.
X ~ Delete ~ Click this icon to delete IP categories you added.
Note:

LAN and Extranet are not showed in the IP categories but do in the Traffic Statistics, Network Advanced Policies
and Bandwidth Advanced Policies.

10.5. Port Categories

Click menu Categories > Ports, then you will see seven default categories: All, ICMP, TCP, UDP, Email, Web
and Network share.
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Port Categories w

jtategnries E—] :Pnrts
All ICMP
ICMP TCP: 0 -65535
TCP UDP: 0 -65535
uoP
Email
Web
Metwaork share

o) Cana )

You are only allowed to modify and manage the port range of Email, Web and Network share categories but not to
the others.

In addition to the system defined Port categories, administrators can add and manage additional Port categories
and enter a port range.

B Add Click this icon to add an additional Port category and enter a name to it.

X Delete Click this icon to delete Port categories you added.
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Chapter 11.

SurveilStar Tools

11.1. Email Notification Settings

SurveilStar can send alerts to specific mailbox once setting email notification, helping IT manager to better

administer usage of computers and assure their security whitin the enterprise.

11.1.1. Settings of Email Notification Server

Before using the email notification function, administrators should set the email notification server first by

clicking menu Tools > Options, and then choose Settings of Email Notification Server.

~

Options

= Conscle Settings

- Log Viewing

- Real-time Info

- Real-time Alert

=) Server settings

- Data Cleanup

- Management Ranc

- Connection

- Directory

- Performance

- Error Log

- Automatically rem

- Settings of Email Motif
.. Setting List

Settings of Email Notification Server - Setting List

Setting List B

Mame From Matched Email
[#] Mail Server Anita @gmail.com;@hotmail.com

[ ok ][ cancel || Hebp

N

There are six buttons on the upper right corner of the list.

B Add Click this button to create a new mail server.

> Delete Click this button to delete specific mail server.

Modify View and modify specific mail notification server.

'y Sort up Move up the currently selected mail server. Default setting would
maintain at the bottom of the list and cannot be moved.

4k Sort down Move down the currently selected server. Default setting would

maintain at the bottom of the list and cannot be moved.
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) Make Default Setting Make the currently selected mail server to be the default one. Once
successfully, color of the default mail server would turn blue and the
Matched Email would change to <All> automatically.
¥ 3 Cancle default setting Cancel default setting of specific mail server.
Note:

From top to bottom to match the mail server settings. And if the rule matches, use this setting to send a mail. If

all of the settings do not match, would not send any mail.

Create a new mail server:

Mail Server Setting

- —— =

Basic Info

Configuration Mame

Server IP
Port
SMTP Account

Password

Sender Mail Info

Sender Address

Display Mame

Matched Mailbox

Mailbox Collection

Send Server Info (SMTF)

*Please input the email suffix collection in this field and separate each email suffix with a %", E.G.,
@hotmail, com; @gmail. com.

Mail Server|

25

[7] This server requires a secure connection (S5L).

anita @agmail.com

Anita

@gmail. com; @haotmail.com

Proxy Settings ] l Test [ Ok

] [ Cancel

e

Configuration Name Give a name to the email notification server. The console will add a
default name automatically and administrators can customize it.
Server IP IP Address of the mail server.
Port Port of SMTP. The default one is 25.
SMTP Account SMTP account.
Password Password of the SMTP account.
Sender Address Address of the sender mailbox to send alert messages.
Display Name Display name of the sender.

Mailbox Collection

Mailbox collection used to receive alert messages. Separated with ";".
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11.1.2. Email Notification Settings

Click the menu Tools > Email Notification Settings, administrators can view, add and modify the settings.

= Add Click this button to create a new email notification setting.
X Delete Click this button to delete specific email notification setting.

Create a new email notification setting:

Email Metification Settings ﬁ

Report Settings L:—_l x Detailed Settings

Mame Name Mail Configurations

LM knech Alert Message
Max Mo, of Alerts 100
Min, Alert Level e e
Send Interval (Min) 30
To Iaddertoaniﬁ@gmail.cum

[ Send Test Email
[T]send as attachment
Unzip Passwaord

Alert Type application Policy, Website Policy, Printin |:J
Computer Range The Whale Netwark EI
User Range The Whole MNetwork lzl

* Email notification will be sent if any violation is detected within the specified
computer range or user range.

LA
[¥]

Name Give a name to the email notification setting. The console will add a
default name automatically and administrators can customize it.

Email Subject Give subject to the report sending mails.

Max No. of Alerts Each mail contains a maximum number of alert information. Alert

Exceeds the number will be sent in next mail. The default value is 100.

Min Alert Level Choose one of the three alert level: Low, High and Critical.
Send Interval (Min) Specify the time interval for sending mails. The default value is
30(Min).
To Email address to receive the alert notification.
Send Test Email Test the mailbox above can receive alert notification mail or not.
Send as attachment Check this to send notification mails as attachment. If not, mails will

send as text.

Unzip Password Send a zip file as an attachment and the file can unzip it with the
- password.
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Alert Type Select alert type from the alert type list including Application Policy,
Website Policy, and Printing Policy and so on.

Computer Range Specify computer range of email notification.

User Range ~ Specify user range.

11.2. Accounts Management

System administrators have the highest authorities and can use all the functionality within the system. They can
allow other managers to perform certain management functions by creating new administrators.

Click menu Tools > Accounts (M)..., then the accounts management window will show with all the currently
existed administrators on the left and 4 functional modules on the right.

i B
Accounts Management w

€. & € | Geneml | Authonties | Computer Groups I User Groupsl

Name Description Type

S Admin | Super administrator{All autharties)
€ snita

 {zengiong |

Logon
[T Onhy allow to log on one console at one time

[ Onhy allow to log on specified PCor IP

* Input PC name or IP (e.g., "pc-1,192.168.1.1")

% Add administrator accounts.

& Delete administrator accounts manually added.
System administrator “Admin” is not allowed to delete.

& - Change password.

The 4 functional modules are General, Authorities, Computer Group and User Groups.
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General Specify type of administrators and logon conditions.

Authorities Specify authorities of non-system administrator accounts.

Computer Groups/ User Specify management range of non-system administrator accounts. Only can
Groups assign one of Computer Groups and User Groups, which means if you specify

the computer groups you are not allowed to select user groups. If you choose all

~ the groups of computers, you choose all the user groups also.

Authorities of administrator:

e

Accounts Management

=

¢ € € | Geneml| Authorties | Computer Groups I Lser Gmupsl
Mame Diescription 11_'5":| File
€ admin -] Cortral
€ Anita - Statistics
i zengliang .1—"E| Log
-] Policy

.:r"El Monitoring
=] Maintenance
(-] Assets Management

..... [ Computers Management

:i?--DNI Classes Management
.:‘El Delete

.f'D Backup

.:‘El Setting

----- [T Generate confimation code for agent

D Email Repart

----- [7] Agent Update Management

[ Ok J_I Cancel

File

Control

Statistics

Authority to operate computers and users.

Including: Add Computer/ User Group, Delete Computer/ User Group, Rename
Computer/ User Group, Move Computer/ User Group, Move Computer/ User,
and Rename Computer / User and other authorities.

Authority to control agents.

Including: Notify, Lock/ Unlock, Log Off, and Power Down/ Restart and other
authorities.

Authority to view statistics results.

Including Application Statistics, Website Statistics and Traffic Statistics.

Log

Authority to view specific logs.

Including Basic Events Log, Application Log, Web Log, Document Operation
Log, Printing Log, Asset Changes Log, Policy Log, System Events Log, Backups
and Shared File Log.

Policy

Authority to view and modify policies.
Including: Basic Policy, Application Policy, Website Policy, Device Policy,
Screen Monitoring Policy, Bandwidth Policy, Logging Policy, Email Policy, IM

_ File Policy and other policies.
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Monitoring Authority to view and export results of monitoring.
Including: Screen Snapshot, Email, Instant Message View Screen History, and
Export Screen History.

Maintenance Authority of maintenance operation to remote computers.
Including: View Remote Information, Remote Operating, Remote Control and
Remote File Transfer.

Assets Management Authority of assets management.
Including Query, Define Asset Property, Modify Asset Property and Software
copyright Management.

Computer Management  Authority of computer management.

All Classes Management  Authority of categories management.
Including: Application Categories, Website Categories, Time Type, IP Categories
and Port Categories.

Delete Authority to delete specific records.
Including Delete Logs, Delete Instant Message and Delete Emails.
Backup Authority to backup and review logs.
Setting Authority to set agent search range and exclude range of the agent.
Generate confirmation Authority to generate confirmation code for agent.
code for agent
Email Report Authority to send email report.
Agent Update Authority to update agents.
Management

11.3. Computers Management

There would be many agent computers in a company and it would be quite difficult to get information of each
one or to control all the agents without computer management function. And sometimes we need to quickly
check number of currently used license and the scope. Computer management helps IT management to better
control computers within the whole network.

Click menu Tools > Computers..., then the computers management window will show with the entire agent
installed computers and their detailed information.
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Administrators can delete or uninstall one or more agents to better manage the licenses.

X Delete Click this button to delete needless agents. Deletion will uninstall the
agent while reducing the number of license.
& Uninstall Click this button to uninstall needless agents. Uninstallation will not
reduce the license quantity.
Condition

Administrators can quickly locate computer information needed based on the query conditions.

All Search all computers installed agent module by default.

By IP address Search agent computers by a specific IP range.

By last appeared date Set the date range and search agent computers if the last appeared date included
in the range. Help to quickly search computers which do not appear for a period
of time.

By agent ID Search computer by a unique agent ID.

By name Search computer by computer name. Support fuzzy query.

Offline for days (>=)

PC Authorization Info

- Search computers which have been offline for certain days.

This icon indicates that the computer license is authoried. Computers without this

icon means outside the license range.

Name Computer name showed in console.

ID ID number of agent computers. Each computer gets an ID from server to be the
only sign of that computer.

IP Address IP address of agent computers.

MAC Address MAC address of agent computers.

Group of Agent ~ Group of agent computers.
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Last Appeared Last appeared date of agent computers.
Version Agent version information of monitored computers.
Days Offline Days offline of agent computers.

PC Identification Info

Detailed information of specific PC includes OS, Hard Disk ID, MAC Address, Computer Name and First
Appeared Time.

Authorities

Check purchased and currently used license quantity.

11.4. Alert Management

Computer alert helps IT management to know what happen in the whole network and quickly locate the problem
and ensure security within enterprise.

Click menu Tools > Alert, then the Alert window will show with detailed alert information, including Alert
Security, Time, Computer, Group, User, and Policy Type.

[ 4\ Alert =aleEh
Fie  Yaw

: E_".] -u"E! ==

Alart Security Time Computer Groug Usar Information Pokcy Type

B Low 20120 Yuni AVC ANVSOFT Action: Add 1P-Mac information Cont... Systern Alert Policy
M Low 120, Yun AVC ANVSOFT Action: Add IP-Mac information Cont..  System Alert Policy
B Low 2012-0... Mie Guo Logistics Adrninistrabor Action: Delete startup item Content: ..,  Systern Alert Policy
My Low X12-0... FReta PFM BECK Action: Add startup item Content: T Systern Alert Policy
M Low 2012-0... Crystal Multi-Lang  ANVSOFT Actien: Add startup item Content: Ch..,  Systern Alert Policy

Real-time alert would display up to 500 records by default. Administrators can adjust the number of alerts will be
displayed via Tools > Options > Real-time Alert > Alert Window.

Note:

1. Alert information records real-time alert data, which means that if you turn off the console or re-logon to the
console will automatically clear all records. Administrators can query the alert information via Logs > Policy.
2. Administrators can choose pop up alert bubbles when alert occurred via Tools > Options > Real-time
Alert > Bubble Settings. Then alert information will pop up on the lower right corner of server computer.

11.5. Server Management

SurveilStar Server Management includes Backup Management, Category Sync Management, Server Time
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Management and Agent Update Management.

11.5.1. Backup Management

Backup Task

Click menu Tools > Server Management > Backups Management, then the Backup Management window
will show with currently existed backup task and detailed information.

i} Backup Management =&
Backups Management  Category Management Took
5 Newi Backup Task o' Cancel Task | |2} Refresh
Task nox
Backup Task
Backup Management &
B> Backup Task Or... Begnning Date Endng Date Back up to Dalate th...
U 3
1 [ 2012-05-05 2012-05405 E\Surveilstar,
Load
Category Sync Management =

Synchronge Information

4 m ¥

Time Type Aessage
2012-05-07 15252 Information  Backing up
20120507 152529  Information Backing vp database SurveilStar DATA 20020505,
2002-05.07 15:25:31  Information Tabée BASIC LOG has been backed up
20120507 152532 Informaticn  Table DOC LOG has been backed up
20020507 15:25:31  Informnation Table DOC BAK CONTENT has been backed up
20120507 152532 Information  Table URL_LOG has been backed up
2002-0507 152533 Information Database Sorveditar DATA 20120505 has been backed up.
2002-05.07 152533 Information  Backup task completes soccessfully

Raady

e

Click New Backup Task button, then choose data type, date range and backup path and then click OK, backup
will start. All backup files will automatically be named according to the end date.

As the example below, all data from May 1th to May 6th in 2012 will be backed up to E:\SurveilStar\ with the
default name: SurveilStar DATA 20120605.MDF.

If you need a duplicate backup, select a different storage path.
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i N
Create Backup Task ﬁ

Q You can create new backup tasks amd specify the data type that you want to back up from here.

Data Type t.: H Date Range
soscErens o o e S e S e i S
2] E Document Operations Log will be backed up,
[l web Log i
- [F Printing Log Start Date ¥ sf Y012 [@
;Tc': TE:” - End Date 5/ 6/2012 @~
System Events Log
Screen history Back up to
Instant Messaging Please select the directory which you want to save the backup up data
& Email fram here, (The directory used to save backup data is lecated on the PC
Shared File Log which has SQL SERVER inst.!ﬂed.:l
[#] Asset Changes Log Path
Application Statiztics : 3=
Website Statistics Eckaaefatack I—l
[#] Traffic Statistics
| Delete original data

[_ox [ concel |

W=

Note:
You can choose whether to delete original data or not but should be careful enough. Once delete, you cannot
check records you deleted on the console unless you load the backup data.

Load

Administrators can load backup data into database to restore backup data, and will not undermine existing data
in SQL server.

Load Backup

Click menu Tools > Server Management > Backups Management and choose Load, then the Backup
Management window will show loaded backup records with date, path and size.

Click Load Backup button, then choose path of backup files and select data need to load and then click Load
and OK to start loading backups.

You can load up to 12 backups at the same time.

Remove Backup: Choose one or more backup files do not need and click Remove Backup to delete.

11.5.2. Category Sync Management

Click menu Tools > Server Management > Category Sync Management to check synchronize information,
including Computer, IP Address, Application Identity, Website Categories, Website Identity, IP Categories, Port
Categories and Time Type.
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rm Backup Management &l
. Backups Management  Category Managemant Took
i < Query | @]Export | b Print | 3 Print Previaw | 2] Refrash
I # % | synchronize Information @
Backup Management -
Backup Task ... Computer IP Address Apphcation Categones Applcation ldentity Webste C ©
Load W1 Multi-Lang-Crystal 19216818177 2012-05-04 k4100 2012-05-04 09:41:01 120418
§2  Multi-Lang-Agnes 192168 18159  2012-05-04 09:42:25 J012-05-04 09:42:26 2-04-18
Category Sync Management = §3  Multi-Lang-Nancy 19216818156  2012-05-0400:41:00  2012-05-04 054103  2012-04-15°
& Synchronize Information F 4 Multi-Lang-Julistte 192.168.18.164 201.2-05-04 094 2:34 2012-405-04 0i:42:35 N1244-18
95 Multi-Lang-Sun 192.168.16.200  B012-05-04 04307 2012-05-04 054308 0120418
W6 cBay-Amy Ko 19216618195  2012-05-04 04 2:40 2012-05-04 05:42:41 20120418
§7  eBay-DawyLiu 19216818000  3012-05-04 Ok 2:20 H12-05-04 0%rd2:22 130418
WE  eBay-Huang Jan 192168.18.010  2012-05-04 09:42:42 2012-05-04 09:42:43 0120418
W9 eBay-Wang Zhiing 19216818170  2002-05-04 153236 M012-05-04 153238 012-4-23
W10 Design-Seng Les 19216818140 - - H12-0d-23
11 Design-LiSong 192168.18.149  2012-05-04 09:42:35 012-05-04 0:42:36 012-04-18
@12 Mac-Shirley 19215818176  2012-05-04 15:35:46 2012-05-04 153547 2012-04-24
W13 Mac-lisa 19216816047  2012-05-04 Ofhd1:00 H012-05-04 O%d102 H12-0d-18
J 14 Mac-Kara 19216818196  2012-05-04 09h42:33 2012-05-04 05r42:34 12-04-18
@15 Mac-Carmen 19216818166 - - 120508
Sax  arad 1. SATAEA AR AN nEn AL AL AR AT WA A AR A AL A wnd Y AE Al
“ m *
Ready

There are two buttons on the upper right corner.

@ Category Last Click the button to check last modified time of all categories and
Modified. libraries.

Q Query Click the button and select computer range, category/library,
synchronized state and agent state to query specific synchronize
information.

11.5.3. Server Time Management

The stability and security of server will be seriously affected as much functionality depends on the accuracy of
server time.

If server cannot validate accuracy of server time, click menu Tools > Server Management > Server Time to
confirm the current server time is correct, and then click Trust.

Server Time ﬁ

Current server time is showed below, If server time is abnormal, dick the Trust button to
confirm the server time if you trust it

2012-05-07 14:49

Trust Close
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11.5.4. Agent Update Management

Click menu Tools > Server Management > Agent Update Management, select computer range and update the
agent version to the latest or lower version.

i Agent Update Management I_E&
| Ut Pack Ver 1.24,0716.20 { 40,4808 ) '
Update Setings
Al agant dovrgrade o lower virson
Dstbubon Period:  Sun - Sat, 0100 - 24:00; [ settos | |
Range Stats Progress: 40 [ 44
SN CiRT] The Whole Network Cednal  Name [ IF Address Version T
v B i 91 agnes Multi-Lang 19216818159 324031620 U
i E_i"f; " 92 Sang Lee Design 10716818140 323291620 MLE

¥ gi M":g" 93 Ay Kia eBay 19206608195  3.24031620 U

By Sunveiitar g4 LiXang Developers 1921681002 32402020 GM036H) N

i [ PRV 95 lafing Zeng Developers 19216308184 324071620 Ug

L g Server 95 SERVER Sarver 1921651850  33N16.20 BMOM6H) N

: Eﬂai Admin f 7 J:-nnr_,- PFEM 19216818158 324031620 Ug

Bl Channels Je Kara Mae 10216518106 320031620 U

il By Developers ] ‘Wang Thixing eBay 19216808070 324031620 U

o Bty Unclassified 910 Daiyli eBay 19216518000 324031620 U

o Bty ave Ju Xiao Menga Developers 19216808145 3230991620 2]

i Bty Logistics 12 Shirley Mac 19216818176 323291620 BMOIEI) M

'_; i3 Canal ANC 19216818199 302020 [3.24.0316.20) Bt

s Fanm . TR T EfIEh N VY NE WY A W R,
F m i | "

11.6. Agent Tools

SurveilStar Agent Tools includes Confirm-Code Generator and Agent Offline Utility.

11.6.1. Confirm-Code Generator

When the agent computers fail to connect to the server, for example, disable the network card or a business trip,
but temporary need to clear policies or uninstall the agent, by now is unable to establish the corresponding
strategy through console.

Users can directly make use of agent tools to temporary clear all policies, unlock agent, clear security password
and uninstall agent through Agent Tools.

As to the detailed steps, please refer to the chapter: Uninstall SurveilStar.

11.6.2. Agent Offline Utility

When the agent computer is offline and permanently need to uninstall agent or clear all policies for agent,
clinking menu Tools > Agent Tools > Agent Offline Utility.
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Agent Offline Utility |

Choose Operation:
Choose to uninstall agent or temporarily dear all polocies for agent.

@ Permanenty uninstall agent
) Temporarily dear all policies for agent
(@) Duration (Min) 0
Time Effective
2012-05-07 16:53

2012-05-08 16:53

T

m

ious Mext J I Cancel

11.7. Options

Click menu Tools > Options to view and modify the default values of console and server.

11.7.1. Console Settings

Log Viewing
Log Query Result Number of records display per page. The default value is 20.
Close Settings Choose whether to minimize all windows to the system tray area or close

program and whether to prompt box when closing the main window.

Real-time Info

Screen Monitoring Set time interval to track frames. The default value is 2 Sec.
Set time interval to jump to next monitored computer automatically. The
default value is 30 Sec.

Maintenance Set time interval to refresh application list. The default value is 2 Sec.
Set time interval to refresh process list. The default value is 2 Sec.
Set time interval to refresh performance info. The default value is 2 Sec.

Remote Control Choose whether to lock remote PC’s keyboard and mouse and whether to
control remote PC or not by default.

Real-time Alert

Alert Window Number of alerts will be displayed. The default value is 500.

Bubble Settings Choose whether to pop up alert bubble or not when contrary to policies.
Specified severity level from one of the three levels: Low, High and Critical.

Alert Offline Alert Choose whether to alert when agent offline.
If so, specify days to pop up alert message if agent is offline over the
_ specified days.
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Abnormal Agent Alert

Choose whether to alert when there is abnormal agent.

11.7.2.

Server settings

Data Cleanup

Global Setting

Keep all data: All data will keep in the SQL server.
Keep all data within the specified number of days. Specify days between 5 and 365.

Custom Settings

Set different days for keeping for different data type from one of the three settings:
Global Setting, All and Custom.

Global Setting: Follow the global setting.

All: Keep all data of specific data type.

Custom: Specify days to certain data type.

Management Range

Search Range Specify a search range. When there is agent not actively connected to the correct
server, the server would start initiative polling, searching agents in the range.
Exclude Range Specify an exclude range. Agents in the range are not allowed to connect to the
server.
Connection
Bandwidth Specify the limit sending and receiving speed between server and agent. Generally

settings between
server and agent

use in VPN networks.

Active Poling If enable, the server will take initiative connection to agents within authorized
licenses by port 8235.
Directory
Directory Objects:  Records including data, cache, emails, screen, backups and print are stored in

following default installation path and directories: DATA, ZTEMP, MAIL,
SCREEN, DOC and PRINT.

Administrators can change the directory, but the previous data will not move to the
new one automatically. Need to stop the service first and move manually and then
restart the service.

In our latest version 3.24, we store many records in SQL Server directly and do not
use directories: MAIL. SCREEN. DOC. PRINT any more.

Directory Settings:

2| Restore default directory:
Restore current contents to the default installation path.
'__LI New directory settings:
Click the button and choose a new path to specific data type.
Please note that: New settings will not be effective until the server is restarted.

Performance
Fixed Mode Set the process capability of server. The range is between 0 and 100.
Dynamic Mode Server will change the process capability dynamically based on the load. Choose

process mode of server from one of the three levels: Normal, Low and High.
Normal: The average occupancy rate of the server for the database process is 30%.
Low: The average occupancy rate of the server for the database process is 10%.
High: The average occupancy rate of the server for the database process is 50%.
In General, in the dynamic mode, the better the performance of server is, the more
the process capabilities are.
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Error Log

Logs > System Only when you enable the function can check error logs while agent is being
Event validated in the console by clicking the menu. If enable, choose a lowest level of
error message to log from one of the five: All, Low, Moderate, High, and Critical.
All: Log all error messages.
Low: Log when response from agent is not expected results.
Moderate: Log when license is unauthorized.
High: Log when Serial Number is wrong.
Critical: Log when computer excludes the range and cannot get server verification.
The stability and security of server will be seriously affected as much functionality
depends on the accuracy of server time.
If server cannot validate accuracy of server time, click menu Tools > Server
Management > Server Time to confirm the current server time is correct, and then
click Trust.

Automatically Choose whether to remove agents automatically when they not logged on for some

Remove Agent d
ays.

If enable, choose a lowest level of error message to log from one of the five: All,

Low, Moderate, High, and Critical.

If so, specify days to remove if agents not logged on over the specified days.

11.7.3. Settings of Email Notification Server

This part has detailed description in Email Notification Settings. Please check
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