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1. Introducing SurveilStar

1.1 Overview

SurveilStar is the trustworthy PC/Internet monitoring software that secures your
business and impwes productivitySurveilStar records and controls all computer and
Internet activities emails, web sites, chats and instant messages, program activities,
document operations, removable devices, printers, and many more

Protect intellectual property and business secrets
Prevent and stop sabotage and data theft
Prevent Internet/email abuse

Reduce workplace slackers

Improve efficiency and productivity

1.2 Features

Screen snapsha: See exactly what they do with reatime screen snapshots
Websites:Review every website they visit

Emails: Record every email sent or received

Chats/IM: Record their chats and instant messages

Network: Review network connection and file sharing

Documents:Monitor all document operations

Programs: See how they use programs in office

Devices:Monitor every device plugin/plug-off

Assets:Review the status of all software and hardware assets

Printing: See what's been printed

Download SurveilStar attww.surveilstar.com/download.html

Contact us asupport@surveilstar.com
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1.3 BasicStructure

The SurveilStar employee monitoring system consists of Agent, Server and

Console.
Console % ﬁ
I

Server @

. | | B
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1.3.1 SurveilStar Agent can
Coll ect data of monitored computer/ use
Send collect data to server
Execute commands from server
Capture and send screen snapshots to console -timeal
Control PC/Internet activities in accordance to the predefined policies
Run in stealth mode

Selfprotect from unauthorized uninstalling
1.3.2 SurveilStar Server can
Collect and store the dafiamm monitored computergeriodically

Execute control strategies
Backup and manage log history

Manage all monitored computers
1.3.2 SurveilStar Console can
Watch reattime screen snapshots of monitored computers

Review all computer/internet activats of monitored computers/users
Choose computers/users to be monitored

Setup strategies on controlling monitored computers/users
Receive alert messages and take actions

Search records, and save selected records in different file format
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2. How to deploy SurveilStar monitoring system

2.1 System Requirements

2.1.1Server System Requirement:
OS: 2000 SP4/2003 SP1/XP SP2/Vist2008

Available Hard Disk Space:10 GB- 50 GB, or more

RAM: >512 MB
2.12 Console System Requirement:
OS: 2000 SP4/2008XP/Vista 7/2008

Available Hard Disk Space:100MB, or more

RAM: >256MB
2.13 Agent System Requirement:
OS: Win Me/NT4/2000/2003/XP/Vist& /2008

Available Hard Disk Space:100 MB, or more

RAM: >128MB
2.1.4 SQL ServeRequirement
Basic: MSDE SP4 / SQL Server 2005 Express

Recommended: SQL Server 2005 £H2/SP3

2.2 Installation

2.2.1Before installing SurveilStar server

SurveilStar monitoring system requires a SQL data server to store and feed the
collected data. The server can be deployed on a dedicated computer or any
computer deemed appropriate to be used as a data server, ragcrdihe
following requirements:

Server System Requirement:
0OS: 2000 SP4/2003 SP1/XP SP2/Vista/7/2008

Available Hard Disk Space:10 GB- 50 GB, or more

RAM: >512 MB
In choosing SQL Server application, you can detee of the free editions or pay
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to buy the enterprise edition. When selecting a version of SQL Server, you should
review and follow the installation instructions suggested by Microsoft.

SQL Server Note
Maximum storage capacity: 2GB
Not compatible with Vista.

Free edition MSDE 2000 SP4

SQL Server 2000 SP4
Enterprise edition SQL Server 2005 SP1 | Recommended
SQL Server 2008 Recommended

Note: Before installing SurveilStar Server, you may need to update Windows
Installer, .Net Framework and Windows PowerShell.

1. Download and instaMicrosoft .Net Framework Version 2d¥ high vesion.

2. Download and installVindows Installer 3.0r higher version.

3. Download and installvindows PowerShell 1.6r higher version.

After installing the above staffgpu can get started to install SurveilStar server.

2.2.2 Optionsof Installing Microsoft SQL Server

We suggest that you install Microsoft SQL &ar according to your need and
numbers of the agent computers.

If there are less than 5 agentcomputersd you donét need to st
we suggest you install Microsoft SQL Server 2000 Desktop Engine (MSDE)

which is built in SurveilStar setuple. Please note that MSDE will only store 2GB

data at maximumin this case, you can directtioubleclick Surveilstar setup file

to launch the installation.

Please refer to chapter 2.2.3 to check how to install Microsoft SQL Server 2000
Desktop EngindMSDE).

If you need to store screenshots or there are more than 5 agent computers, we
suggest you install Microsoft SQL Server 2005 ®®Phigh versionT her e wonot
be any capacity limitationg\nd in this case, please do not check the component of
Microsoft SQL Server 2000 Desktop Engine (MSDE).

Please refer to chapter 22to check how to install SQL Server with
configurations.

Note: In this case, Microsoft SQL Server must be installed before installing
SurveilStar Server.
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2.2.3 Installing Microsoft SQL Server 2000 Desktop Engine (MSDE)

Download SurveilStar Setup filand doubleclick to launch the installation, you
will go to the stemsthe picture below.

5 Setup - SurveilStar V3

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

|Full nstallaton (Server and Console) v
'[¥] SurveilStar V3 Server 120.7 MB |
Microsoft SOL Server 2000 Desktop Engine(MSDE) 76.4 MB
’ Install Agent Module on Local Computer 121 MB
I3} SurveilStar V3 Console 14.3 MB{

Current selection requires at least 135.9 MB of disk space.

[ < Back }[ Next > ] [ Cancel J

Selectthe coopnent s you need to install. I f yo
console on local computer, just click the checkbox to uncheck.
Note: Microsoft SQL Server 2000 Desktop Engine (MSDE) must be selected.

Click Next button and go to Select SQL Serverdatja SQL Server should be the
computer name of the computer where the server is installed.

2.24 Installing Microsoft SQL Server 2005

Installing Microsoft SQL Server 2005 or high version should be carried out before
installing Surveilstar Server. Therae some configurations you need to pay
attention, otherwise, the SurveilStar server may not work correctly. Please follow
the steps below.

Download Microsoft SQL Server 2005 SP1 or higher version and dalibieto

launch the installation. After exttad ng f i | e s, check Al acce
conditionso and click ANext o, click Al ns
dial og, after Asystem configuration chec
below.

www. SurveilStar.com 7


http://www.surveilstar.com/download/surveilstar_setup.exe

Surveil Star User 6s Manual 8/61

i Microsoft SQL Server 2005 Setup @

Registration Information
The following information will personalize your installation.

The Mame field must be filled in prior to proceeding. The Company field is optional.

Mame:
|Test

Company:

|surveilstar

[Hide advanced configuration options

[ Next > ] [ Cancel ]

Enter your Name and Company infeation, uncheck n Hi d e

advance
conf i gur atandchck Megt buttann s 0

i Microsoft SQL Server, 2005 Setup @

Feature Selection
Select the program features you want installed.

Click an icon in the following list to change how a feature is installed.

- 1 Feature description

D:atabase Setvicel Installs interactive management tools
Client Components for running SQL Server, including SQL
X ~| Connectivity Components Server Management Studio Express.
X | Software Development Kit

.S | Management Studio Express il ,
= Wil be installed on local hard drive

=38 Entire feature will be installed on local hard drive

®

4

1]

=
X

4

KB on your
X  Entire feature will be unavailable

Installation path

[ Disk Cost... |

[ < Back ] [ Next > ] [ Cancel ]

Unfold Client Components, and installMa na g e me nt S Afterdselect

AManagement Studio Express Wil be
button.

Expre
i nst

www. SurveilStar.com 8
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il Microsoft SQL Server 2005 Setup @

Instance Name
You can install a default instance or you can specify a named
instance.

Provide a name for the instance. For a default installation, click Default instance and click
Mext. To upgrade an existing default instance, click Default instance. To upgrade an existing
named instance select Named instance and specify the instance name.

(O Named instance

[ < Back ] [ Next > ] [ Cancel J

Pleaese set Nl nedbDahaal Nalickéext batmm e 0

il Microsoft SQL Server 2005 Setup @

Service Account
Service accounts define which accounts to login.

[] customize for each service account

(® Use the built-in System account! Local system v

(O Use a domain user account

Start services at the end of setup
SQL Server
[[]sqL Browser

[ < Back ] [ Next > ] [ Cancel J

I n the Service Accounitn spylsetaesne indsaea aumU soe
Sy s t, anchclick Next button.

In the following steps, you can use default settings to go forward tnthe

Not e: You donot need t o check iMi crosof
( MSDE) 06 any mogSarveilStae Server.nst al |

www. SurveilStar.com 9
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2.25 Installing SurveilStar Console

The installation of SurveilStar Console uses the same setup file as installing the
SurnwilStar Server. Sele&urveilStar Consolewhen prompted to select
components, and then proceed.

2.26 Installing SurveilStar Agent

SurveilStar Agent should be deployed to computers that are required to be
monitored and controlled. The Agent can instalilence mode and run in stealth
mode.

There are 3 ways to deploy SurveilStar Agent to compuiersct Installation
Remote InstallatiorandLogon Script Installation

V Method 1: Direct Installation

Adopting the Direct Installation method, you need to install the Agent one by one
following these steps:

Step 1. Create SurveilStar Agent setup file

On the desktop of the server, clicRtart > All Programs > SurveilStar > Agent
Installation Generator"

M Create Setup File @

Server IP [ Name | 192.168.18.115

Setup File Full Path | D:\SurveilStar_Agent_setup.exe

v Silent Installation

Try the below accout if we failed to get administrator privilege when we setup

[Domain]User name |

Password |

Create Setup File Cancel

www. SurveilStar.com 1C
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Senver IP/Name: Specify the IP address of the server here. If more than
one server exists, please use comma to separate them. Static IP and Dynamic
DNS are supported.

Setup File Full Path Choose a folder to save the setup file, and give it a
file name.

Silent Installation: If you check this option, the Agent will iregt
without showing any visible interface.

Account info: Installing SurveilStar Agent requires administrator

privilege.

Step 2. Copy the setup file to targetomputers

Step 3. Doubleclick the setup file to install the Agent

V Method 2 : Remote Installation

Remote Installation can easily deploy SurveilStar Agent to a massive number of
computers in remote and batch mode.

Step 1 Launch the remote installer

On the desktop of the server, clicgtart > All Programs >SurveilStar > Agent
Remote Installer’

Step 2 Scan network to find computers
By default, Surveil Star only scans compu
If you want to extend the searching area, go to méfile > Scanning Setting$

and specify an IP range. All computers available for remote installation will be
listed as showed bellow.

www. SurveilStar.com 11
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42 Remotelnstaller Version 3.1.8.2527 (For Windows NT 4.0/2000/XP) @@
File Operation About
2 BB Q& Host || =>=Install

Host | Domain | QS 1 IP address I Install Status ]
0= MARKETINGTEAM MSHOME WinXP 192.168.18.102  INSTALLATION CANCELED
O kevinLEE WORKGROUP 192.168.18.103

O sHut ANVSOFT WinXP 192.168.18.105

O zinvou MSHOME WinXP 192.168.18.108  INSTALLATION CANCELED

O S sHUTEC-04FS0... ANYSOFT WinXP 192.168.18.109

O 192.168.18.111 - 192.168.18.111

O% 192.168.18.112 - 192.168.18.112

O 192.168.18.113 - 192.168.18.113

Step 3 Select computers to install SurveilStar Agent

Tick the checkbox before the computer host name that you want to install the

Agent on

it, and then click the men@geration > Install” to start remote
iml

installation, or click the install ico %= alternatively.

Why does Remote Installation fail, and how to fix it

¢+ Command

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-28081 Microsoft Corp.

C:\Documents and Settings\Administrator>net share

Share name

Top Secrets

The command completed successfully.

Administrator privilege needed.

If the target computer is protected by password, you need to provide the
administrator name and password of that computer to precede the
installation, or the remote installation would fail.

The admin account is not shared via network

To see if the admin account (the ADMIN$ folder) is shared, you may
use Command Prompt to check out the stafs.the destop of
Windows, click 'Start > All Programs > Accessories > Command
Prompto , i nput t heetsharedma rachd!l iyroau "wi
ADMINS$ folder is shared.

Prompt

Resource Remark

Default share
Remote IPC
: Default share
:\WINDOUS Remote Admin
AN Default share

D:\Marketing Plan
D:\Top Secrets
C:\Documents and Settings\M1ll Users\Documents

www. SurveilStar.com 12
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If the ADMINS is not listed, you can input "net share ADMIN$" to
activate the account shag.

¢+ Command Prompt

icrosoft Windows XP [Uersion 5.1.26061]
(C> Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings“\dministrator>net share ADMINS
ADMINS

C:\WINDOUS

Remote Admin

Ne limit

Share name

Manual caching of documents
The command completed successfully.
bd

There is no shared folder in the target computer

Even though it's remote installation, there should be a file folder that
can be used by remote user dtore the program files of the Agent.
Please make sure the target computer has at least one file folder is
shared, or you may need to create one on that computer.

This method only works on Windows NT4.0/2000/XP systems
Remote Installation can fail sometimes due to the Windows NT local

security settings When Rerate Installation fails, the best way is adopting

theDirect Installation

V Method 3: Logon Script Installation

If the local area network (LAN) of your company has a domain server, you can use
this method to deploy the Agent to coaters within the LAN.

Step 1 Download Script Manager

You can download Script Manger in either .rar or .zip file format.

DownloadScript Manager (in .rar file format)

DownloadScript Manager (in .zip file format)

www. SurveilStar.com
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Step 2 Put the Script Manager file folder to domain server
You may unzip the download RAR or ZIP package file, and then copy
the Script Manager folder to the domain server. This folder should contain

these files and documerignManV3.exe, IPGLgnV3.exe, andReadme.txt.

Step 3 Create a setup file of SurveilStar Agent

To create such file, refer oreate SurveilStar Agent setup filEhe Agent
setup file should be saved to the Script Manager folder as described & Step

Step 4 Run LgnManV3.exe

Doubleclick theLgnManV3.exe executable file to open the Script Manager.
The Logon Script Manager will automatically scan and show all computer
users within the domain.

£ Logon Scripts Manager 3.0.806 !m
User list:
W Users I Logon Scripts I Privileges I Groups I Co4
O ﬁ zhangwei USER Domain Users
O € vinping USER Domain Users
O € vanck USER Domain Users
O € wulh USER Domain Users
O wun IPGLgnY3.exe USER Domain Users
O wucl USER Domain Users
O € wenhui USER Domain Users
O € wangy USER Domain Users
O € wangyan USER Domain Users
O € wangliang USER Domain Users
O test IPGLgNV3.exe USER Domain Users
O renbo USER Domain Users
O € print USER Domain Users
O € panby USER Domain Users -
O € mahy USER Domain Users
O € luomg USER Domain Users
O liurg USER Domain Users
O¢€ iijm USER Domain Users
O linp USER Domain Users
O € kuangjun3 ADMIN Dormain Admi...
O € kuangjun2 USER Domain Users
O ﬁ kuangjun USER Domain Users
O € kebtot USER Domain Users
O € jiangzb USER Domain Users
O€ huw USER Domain Users =
o | Mis

RemoveScriptsl | Set Scripts I Unset Scripts |  Refresh Listl Close I
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Step 5. Select computers

Tick the check box before the user name to select computers. You can select
multiple users so that the installation can be done at one time.

Step 6. Seinstallation script to target computers

When the selection of target computers is finished, clicks#teScriptsbutton at
the bottom of the manager window.

Step 7. Autcinstallation

When a selected computer logs on to the domain, the preset sténiphw
automatically to install SurveilStar Agent to that computer in stealth mode.

2.3 License & Registration

We partner withAvangateto provideonline purchase of SurveilStar

Payment options include:Credit/Debit card (Visa/MasterCard), Bank/Wire transfer,
American Express Card, Diners Club Card, JCB Card, PayPal, Credit/Debit card
(Payment information by Fax).

Buy SurveilStar Online

Evs? Qv RN oD MY Paypol™ B rax

Volume discount prices

Quantity Unit price
1 69.95 USD
2-10 64.95 USD

11-50 59.95 UD
51-100 54.95 USD
101- 500 49.95 USD
501- 1000 44.95 USD
1001 + 39.95 USD

How to register & upgrade SurveilStar

Step 1: Open the registration form
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1. On the server's desktop, rigtitick on theSurveilStar's Service
>,

Controller icon in the taskray, and then chooseT o o | s

[ ‘Re'girster

Event logs
Open setup directory Service -- Stop
Refresh service

v Auto start service when OS starts

Close Service Controller

2. Provide password to log into the registration form.

Account: !Admin

Password: l******|

Cancel

Step 2: Enter serial number

Registero

In the Serial Number section, you will see the default SN for demo version. You

should replace the demo SN with the SN you purchased.

1. Click theUpgrade button.

Note: SurveilStar offer80-day trial for enterprises to experience the software. In
the demo version, you will see the days left f@ltuse, and the serial number for

the demo version.

2. Enter serial number into the text box, and click@t€ button. If the input serial

number is correct, a message will show up like this one:

www. SurveilStar.com
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