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Agent Not Connected to Server Problem Detection Methods
Summary of issues

There are three reasons why the Agent cannot connect to the Server after installation:

1. The Server fails to verify the identity of the Agent; this usually occurs when SurveilStar monitoring software is deployed on many machines, and the Agent of the Server A is mistakenly installed on the PC monitored by the Server B, which will result in the identity failure between Sever B and Agent A.

2. Network communication failure between Server and Agent; this connection problem is usually caused by the internal network failure.  

3. The agent is not operating properly; the agent may be blocked by some firewall ports or falsely taken as a virus by the antivirus software.

Open Ports

Following are the open ports mainly used for communication in SurveilStar:
9235：Agent (open), intercept connection sent by Server.

9236：Server (open), intercept connection sent by Console.

9237：Server (open), intercept connection sent by Agent.
Detection methods

Step 1: Make sure the Agent is running

On the Agent PC, open a command prompt and enter the following: 

netstat –an |find “9235”
then check whether the UDP, TCP 9235 ports are open.

a) If port 8235 is not open, that means the Agent is not installed successfully, or the firewall prohibit the port 9235. 

Solution: Reinstall the Agent or allow port 9235 through firewall. Reboot the machine until the port is open, and check whether the Agent is connected to Server.

b) If port 8235 is open, proceed to the next step.
Step 2: Verify the network communication between Agent and Server is normal

     a)  On the computer which have V3 Agent install, open a command prompt and enter the following: 

"telnet 192.168.1.1 9237"
then check whether the connection is normal. (Replace 192.168.1.1 with your Server’s IP address)
If connection fails, it may be the Server computer or client computer has a firewall blocking the communication.  

Solution: Allow port 9237 through Server firewall or Agent firewall. Logon SurveilStar Console until the telnet is connected successful, and check whether the Agent has shown up on Console.

If connection is successful, but still sees no Agent on Console, please proceed to the next step;

    b)  On the computer which have V3 Agent install, open a command prompt and enter the following: 

“telnet 192.168.1.23 9235”
then check whether the connection is normal. (Replace 192.168.1.23 with your Server’s IP address.) 

If connection fails, it may be the Server computer or client computer has a firewall blocking the communication. 

Solution: Allow port 9235 through Server firewall or Agent firewall. Logon SurveilStar Console until the telnet is connected successful, and check whether the Agent has shown up on Console.

If connection is successful, but still sees no Agent on Console, please proceed to the next step;

Step 3: Logon Console to check whether there is any event log related to the communications between Server and Agent

Logon Console, navigate to Event Log > System, and inquire whether there is any error log associated with this Agent; If there is an error log, you can see the connection failed reasons from the log description; if no error log, please proceed to the next step;

Step 4: Check whether the Agent is taken over by other SurveilStar Server

On Agent computer, open a command prompt and enter the following: 

netstat –an |find “9237”
then check whether the Agent is connected to port 9237.

a) If there is a connection established through the port 9237, that means the Agent is taken over by other SurveilStar Server. 
Solution: Install the correct Agent on this computer, and then reboot the machine.
b) If there is no established connection through port 9237, then the client is not taken over by other Surveilstar Server. Please proceed to the next step;

Step 5: Check whether the Server’s IP is dynamically assigned

If the Server’s IP address is dynamic, you need to package the Server IP/Name in the Agent setup file when you create setup file. Otherwise, the Agent may not connect to the Server.
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Step 6: Contact our technical support
If above methods cannot resolve your problem, please submit your V3 version number, and the detection results of each steps above, and we will help you out ASAP.
http://www.surveilstar.com/


