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SurveilStar Employee Monitoring

Instant Message Management

[Control and monitor IM tools to protect data

security and improve work efficiency.]
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IM Management Module Description

SurveilStar Instant Message (IM) Management module
aims to control outgoing files which are transferred through

Lucy
IM applications so as to prevent information leakage. It @ Status; Active
would also detailed capture conversions of chat and instant pereet .
messages sent and received via QQ, ICQ, MSN Messenger, ‘“’ :f}glﬁf]p-ne do you talking
YAHOO, TM, POPO, SKYPE, RTX, LSC, and Google Talk. ‘% il
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So you could find out how long does every user spend on " Sure |
chatting, who they talk to, and is the conversation work-
related or not. It not only can record conversation duration, | Se
participants, and both sides of conversations, but also can
block users from sending sensitive data via IM applications.
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IM File Control | Propetties Valug
‘Name | Block IM File Tran... =
In order to prevent important file from leaking through IM Time All Day u
Applications, IM File Policy is used to prohibit outgoing files. _gf?_t_‘.‘i” E‘“d‘
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e Block specific file names of outgoing files | e e vy i
| Waming [
e Block specified users from sending files [ Waming Message L
e Limit file types of outgoing files Lock Computer sl
- 0. . . Take effect while offine |[7]
e Limit the file size of outgoing files !:Emimﬁun T @dew —
e Back up all files sending out via IM applications | File Contral
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Instant Message Monitoring Backup File
Min File Size (==KB) |0
SurveilStar enables you to monitor IM activity, and record instant " Max File Size (<=KE) | 2000000
message history of agent computers. SurveilStar lets you know Image Restriction [
. . . Back up File (]
what your employees are doing using IM applications, how long o e
do they spend on personal chatting during office hours and how Al Tl
often do they chat. e
@
e Record conversation histories. _ MSN Messenger %
YAHOO (| B
e Record and backs up files sent via IM applications. i
e Record the duration of IM chatting, local user and participants.
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Real-Time Alert and Warning

e Custom warning messages.
e Pop up warning messages on the users' side if they send documents via IM applications.
e Pop up alert on the administrators' computers if users send out unauthorized documents.

Screen Snapshot
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1 The Whole Network  [uaa)
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User: Cara Bell Participants: Jovan Simov
Time: 2015-01-08 16:22:58 == 2015-01-08 16:43:37
Te9SY Jovan Smmov Uf course mstalls can be capped -
16:31:31 Joran Simow the redbox is recommended product, right?
16:31:58 Jovan Simaow if wser click uninstall and did not tick the checkbox, anvsoft product will be installed?
16:32:46 Jowvan Simov N, but the checkbox is cheched by default,
163300  CaaBell wes i know it
16:33:16 Cana Bell 1 mean if users do not cancel the checkbox
16:33:46 Jorvan Simow yeah if they don't cancel checkbo you will be installed.
§6:40:20 Jowan Simow Are you fine with that?
164142 CanaBell what do we need? |
164149  CamaBell thats paid service™
L6d2:40 Jowan Simov Veah vou pay per completed mstall of vour software. =
16:43:37 Cara Bell sorry, we do not need this kind of service night now: |
| Done The Whole Network [16 / 17] @ [192.168.28.99]

Instant Message (IM) Monitoring Screenshot

More Features

% Application Management < IT Asset Management

< Bandwidth Management % Network Management

% Basic Management % Print Management

++» Device Management ** Remote Maintenance

%+ Document Management % Removable Storage Management
% Email Management % Screen Monitoring

+ IM Management % Website Management
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http://www.surveilstar.com/download/Employee_PC_Application_Management.pdf
http://www.surveilstar.com/download/Employee_PC_Bandwidth_Management.pdf
http://www.surveilstar.com/download/Employee_PC_Basic-Management.pdf
http://www.surveilstar.com/download/Employee_PC_Device_Management.pdf
http://www.surveilstar.com/download/Employee_PC_Document_Management.pdf
http://www.surveilstar.com/download/Employee_PC_Email_Management.pdf
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Try SurveilStar Right Now!

Go and Download SurveilStar Employee Monitoring Software.
Try to Monitor 5 Employees for 30-Days Free with SurveilStar

www.surveilstar.com



http://www.surveilstar.com/
http://www.surveilstar.com/download.html

	 �

	IM Management Module Description

	 IM File Control

	Instant Message Monitoring

	Real-Time Alert and Warning

	Screen Snapshot /

	More Features




